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36:4//4ﬁcATTT-NCSC Ha Noi, ngenththang & nim 2021
V/v 10 16 hong bao mat mirc
cao va nghiém trong trong
cac san pham Microsoft

Kinh gui:

- Bon vi chuyén trach vé CNTT cac B9, co quan ngang B0,
co quan thu¢c Chinh phu;

- SO Théng tin va Truyén thong cac tinh, thanh phd truc
thudc Trung vong;

- Cac Tap doan, Tong cong ty nha nude; Cac Ngan hang
TMCP; Céc t6 chc tai chinh;

- Hé thong cac don vi chuyén trach vé an toan thong tin.

Ngay 10/8/2021 vira qua, Microsoft phat hanh danh sach ban va 16i thang
8/2021 véi 44 ban va cho cac 16 hong bao mat trong san pham ctia minh, 13 trong
s6 44 16 hong duge cong bd lan nay 1a 16 hong bao mat cho phép thuc thi ma tir
xa, 7 16 hong trong sb nay duoc danh gia 1a quan trong. Trong d6 dang chu y la
10 16 héng bao mat ¢ mirc anh hudng tuong ddi 16n trong cac san pham Microsoft
(thong tin chi tiét co tai phu luc kém theo), didc biét 1a 04 16 hong bao mat ton tai
trong Windows Print Spooler va Microsoft Windows. Cu thé nhu sau:

- 03 16 hong bao mat (CVE-2021-36936, CVE-2021-36947, CVE-2021-
34483) trong Windows Print Spooler: cho phép d6i tuong tin cong thuc thi ma tir
xa, nang cao dic quyen. Trong 2 thang vira qua, 16 hong trong Print Spooler da co
anh huong kha 16n va dugc quan tam dac biét khi ma Microsoft lién tuc cong bd
ban va cho cac 16 hong lién quan, bat dau voi CVE-2021-1675 vao thang 6, tiép
theo 1a ban va 16i cho CVE-2021-34527 (con duoc goi la PrintNightmare) vao
thang 7. Cong cu dé khai thac cac 16 hong trén di duoc cong bd rong rii trén
Internet nén nguy co bi khai thac béi cac nhom tan cong APT hodc duge sir dung
trong cac cudc tin cong dién rong la rat 16n. 02 16 hong nay da dugc canh bo tai
van ban s6 2604/BTTTT-CATTT ngay 16/7/2021 vé viéc 05 16 hong bao mat mirc
cao va nghiém trong trong cac san phdm Microsoft phat hanh va van ban so
2210/BTTTT-CATTT ngay 22/6/2021 vé viéc du bao sém nguy co tan cong mang
trén dién rong.
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- L hong bao mat (CVE-2021-26424) trong Microsoft Windows: 1a 16
hong TCP/IP, cho phép ddi tuong tan cong thuc thi ma tir xa. LS hong nay anh
hudng ¢én Windows 7 dén 10 va Windows Server 2008 dén 2019 véi diém CVSS:
9.9 (Nghiém trong). Tuy vay theo du doan cua Trung tam Giam sat an toan khong
gian mang quéc gia (NCSC), mé khai thac cua 16 hong nay s& khé duge cong bd
som do viéc phat trién mé khai thac phai vuot qua céc tinh ning bao vé trong cac
phién ban méi cia Windows.

Nham dam bao an toan thong tin cho hé théng théng tin ctia Quy co quan,
g6p phan bao dam an toan cho khéng gian mang Viét Nam, Cuc An toan théng
tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat va xéac dinh may chu, may tram suir dung hé diéu hanh
Windows c6 kha nang bi anh hudng. Thuc hién cap nhat ban va bao mat cho cac
may bi anh hudng theo huéng dan ciia Microsoft (chi tiét tham khao tai phu luc
kém theo).

2. Tang cuong giam sat va san sang phuong an xir ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia cdc co quan chirc ning va cac to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tn cong mang.

Trong trudng hop can hd tro, Quy don vi lién hé dau méi hd trg cua Cuc
An toan théng tin: Trung tdm Giam sat an toan khong gian mang qubc gia
(NCSC), dién thoai: 02432091616, thu dién tu: ncsc@ais.gov.vn.

Tran trong./ 4~
Noi nhin: CUC TRUONG

- Nhu trén;

- Bo trudng (dé b/c);

- Thir truéng Nguyén Huy Diing (dé b/c);
- Cuc A0S, B9 Cong an;

- B6 Tu Iénh 86, B6 Qudc phong;

- Ban Co yéu Chinh phu;

- Cuc trudng;

- Luu: VT, NCSC.

Nguyén Thanh Phic
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Phu luc

Théng tin 16 hong bao mat

(Kém theo Cong vin sa 10 /CATTT-NCSC ngay A%/ £ /2021

cua Cuc An toan thong tin)

1. Théng tin 16 hong bao mat

TT

CVE

Mo ta

Ghi chu

CVE-2021-36947

- L6 hong ton tai trong
Windows Print Spooler, cho
phép d6i tuong tan cong
thuc thi ma tur xa.

- Piém CVSS: 8.8 (Cao)

- Anh huéng: Windows
7/8.1/10 va Windows
Server 2008/2012/2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36947

CVE-2021-36936

- LS hong ton tai trong
Windows Print Spooler, cho
phép dbi tuong tdn cong
thuc thi ma tir xa.

- Piém CVSS: 8.8 (Cao)

- Anh hudng: Windows
7/8.1/10 va Windows Server
2008/2012/2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36936

CVE-2021-34483

- LS hong ton tai trong
Windows Print Spooler, cho
phép dbi tugng tén cong
nang cao dic quyeén.

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Windows
7/8.1/10 va Windows Server
2008/2012/2016.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34483

CVE-2021-26424

- L3 hong ton tai lién quan
dén giao thuc TCP/IP cla
Windows, cho phép dbi
tuong tan cong thuc thi ma
tur xa.

- Piém CVSS: 9.9 (Nghiém
trong)

- Anh huong: Windows 7
dén 10 va Windows Server
2008 dén 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-26424

CVE-2021-34535

- L3 hong ton tai trong
Remote Desktop Client, cho

https://msrc.microsoft.c
om/update-guide/en-
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phép d6i tuong tdn cong
thuc thi ma tir xa.

- Piém CVSS: 8.8 (Cao)

- Anh hudng: Windows
7/8.1/10 va Windows Server
2008/2012/2019.

US/vulnerability/CVE-
2021-34535

CVE-2021-36948

- LS hong ton tai trong
Windows Update Medic
Service (WaasMedic), cho
phép dbi tuong tin cong
nang cao dic quyeén.

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36948

CVE-2021-36942

- L6 hong ton tai trong
Windows Local Security
Authority (LSA), cho phép
d01 tuong tan cong thuc hién
tan cong gia mao.

- Piém CVSS: 7.5 (Cao)

- Anh huéng: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36942

CVE-2021-36941

- Ld hong ton tai trong
Microsoft Word, cho phép
dbi tuong tan cong thuc thi
ma tu xa.

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft 365,
Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36941

CVE-2021-34478

- L3 hong ton tai trong
Microsoft Office, cho phép
d6i tuong tan cong thuc thi
ma tur xa.

- Piém CVSS: 7.8 (Cao)

- Anh huéng: Microsoft 365,
Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34478

CVE-2021-34524

- LS hong ton tai trong
Microsoft Dynamics 365
(on-premises), cho phép d6i
tuong tAn cong thuc thi ma
tur xa.

- Piém CVSS: 8.1 (Cao)

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34524
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- Anh hudng: Microsoft
Dynamics 365 (on-
premises) version 9.0 va 9.1

9 | CVE-2021-26426

- L6 hong ton tai trong
Windows User Profile
Service cho phép ddi tuong
tin cong nang cao dic
quyeén.

- Piém CVSS: 7.8 (Cao)

- Anh hudng: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-26426

10 | CVE-2021-34484

- L& hong ton tai trong
Windows User Profile
Service cho phép ddi tuong
tin cébng nang cao dic
quyeén.

- Piém CVSS: 7.8 (Cao)

- Anh hudng: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34484

2. Huéng din khic phuc

Bién phép t6t nhat dé khic phuc 16 hong bao mat nay 1a cap nhat ban va.

Trong trudng hop chua thé cap nhat ban va kip thoi, Quy don vi thuc hién céac

bién phap khic phuc theo huéng dan cia hang, dé giam thiéu nguy co tan cong

(tham khéo tai ngudn link dugc thong ké & bang trén)

3. Ngudn tham khio

- Ban va thang 8 cua Microsoft:

https://msrc.microsoft.com/update-guide/en-us

https://msrc.microsoft.com/update-guide/releaseNote/2021-Aug
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