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S(A):~ 2574 [STTTT-CNTTVT D(;ng Nai, ngay 30 thang 8 nam 2021
V/v 10 16 hong bao mét mire cao va nghiém
trong trong cac san pham ctua Microsoft

Kinh guri:
- Céc co quan dang, nha nudc trén dia ban tinh;

- Céc t6 chtrc chinh tri - x4 hoi thudc dia ban tinh.

S& Thong tin va Truyén thong nhan duge van ban 1115/CATTT-NCSC
ngay 13/8/2021 cua Cuc An toan thong tin vé viéc 10 16 hong bao mét murc cao
va nghiém trong trong cac san pham ctia Microsoft.

Ngay 10/8/2021 vira qua, Microsoft phat hanh danh sach ban va 16i thang
8/2021 véi 44 ban va cho céc 16 hong bao mat trong cac san pham ciia minh, 13
trong sb 44 15 héng dugc cong bé 1an nay 1a 16 hong bao mat cho phép thyc thi
ma tir xa, 7 16 hong trong s6 ndy dugc danh gié la quan trong. Trong d6 dang chu
y 12 10 16 hong bao mat c6 mic anh hudng twong ddi 16n trong cac san pham
Microsoft (théng tin chi tiét tai phu luc kém theo), dic biét 1a 04 16 hong bao mat
ton tai trong Windowns Print Spooler va Microsoft Windowns. Cu thé nhu sau:

- 03 16 hong bao mat (CVE-2021-36936, CVE-2021-36947, CVE-2021-
34483) trong Windowns Print Spooler: cho phép doi tugng tan cong thyc thi ma
tir xa, nang cao dac quyén.

- L5 hong bao mat (CVE-2021-26424) trong Microsoft Windowns: 12 15
hong TCP/IP, cho phép ddi twong tan cong thuc thi ma tir xa. LS hong ndy anh
huong dén Windowns 7 dén 10 va Windowns Server 2008 dén 2019 véi diém
CVSS: 9.9 (nghiém trong).

Nham dam bao an toan thong tin cho hé thong thong tin, gop phan bao dam
an toan cho khong gian mang Viét Nam, Sé Thong tin va Truyén thong khuyén
nghi quy co quan, don vi, dia phuong khan truong thuc hién cac ndi dung theo
huéng dan sau:

1. Kiém tra, ra soat va xac dinh may cha, may tram st dung hé diéu hanh
Windowns c6 kha nang bi anh hudng. Thuc hién cap nhat ban va bao mat cho cac
may bi anh hudng theo hudng dan cua Microsoft (chi tiét tham khao tai phu luc
kém theo).
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2. Tang cuong giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tin céng mang; dong thot thuong xuyén theo ddi kénh canh bao
cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong truong hop can thiét co thé lién hé ddu mbi hd tro ciia Cuc An toan
thong tin: Trung tim Giam sét an toan khong gian mang qubc gia (NCSC), Cuc
An toan théng tin dién thoai 024.32091616, thu dién tu: ais@mic.gov.vn; hoac
phong Cong nghé thong tin Vién thong - S& Thong tin va Truyén thong, sé dién
thoai: 0251.8825678.

Tran trong./.

Dinh kém: Van ban 1115/CATTT-NCSC ngay 13/8/2021 cua Cuc An toan
thong tin vé viéc 10 lo hong bdo mdt mirc cao va nghiém trong trong cac san pham
Cua Microsoft.

(Van ban 1115/CATTT-NCSC tai Vvé tai muc an todn thong tin mang theo
dia chi http://stttt.dongnai.gov.vn/Pages/news.aspx?Catld=56).

Noi nhin: KT. GIAM POC
- Nhu trén; PHO GIAM DC

- Giam doc va PGD So; 0G ocC
- Trung tdm CNTT&TT;

- Luu: VT, CNTTVT, TienLHV.

V6 Hoang Khai
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