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Sé: 2361 /STTTT-CNTTVT Pong Nai, ngay 2 thang 8 nam 2021
V/v 06 16 hong bao mat mai
anh hudng cao va nghiém trong
trong Oracle WebLogic Server

Kinh gui:
- Cac co quan dang, nha nudc trén dia ban tinh;

- Céc t6 chure chinh tri - xa hoi thudc dia ban tinh.

S Thong tin va Truyén thong nhan dugc van ban 993/CATTT-NCSC ngay
23/7/2021 cta Cuc An toan thong tin vé viéc 06 10 hong bao mat méi anh hudng
cao va nghiém trong trong Oracle WebLogic Server.

Ngay 20/7/2021, Oracle d3 cong bd 342 ban vé trong ban phat hanh cac ban
véa quan trong thang 7/2021 cho cac diém yéu, 16 hong trén san pham cua minh,
dic biét trong d6 c6 nhiéu 16 hong bao mat 6 mirc anh hudng nghiém trong. Noi
bat 14 06 15 hong bao mat (CVE-2021-2394, CVE-2021-2397, CVE-2021-2382,
CVE-2021-2378, CVE-2021-2376, CVE-2021-2403) trong san pham Oracle
WebLogic Server. Trong d6 03 16 hong bao mat (CVE-2021-2394, CVE- 2021-
2397, CVE-2021-2382) c6 muc anh huong nghiém trong, cho phep 601 tuong tan
cong thuc thi ma tir xa ma khong can xac thyuc (thong tin chi tiét vé cac 16 hong
co tai phu luc kém theo).

Theo danh gid so by, WebLogic Server dugc st dung nhiéu trong cac h¢
théng thong tin cua cac co quan, t6 chirc & Viét Nam, dic biét 13 co quan chinh
phu, ngan hang, to chuc tai chinh, tap doan, doanh nghi€p va cac cong ty 1on. Trén
co s& d6 va thyc té trién khai cong tac giam sat an toan thong tin nhiing nam qua,
Trung tim Giam st an toan khong gian mang qudc gia (NCSC) du bao nhiing 15
hdng nay s& sdm c6 ma khai thac cong khai trén Internet. Diéu nay c6 thé dan dén
nguy co tin cong mang trén dién rong trong thoi gian toi.

Nhim dam bao an toan théng tin cho hé thdng thong tin, gop phan bao dam
an toan cho khong gian mang Viét Nam, Sé Thong tin va Truyén thong khuyén
nghi quy co quan, don vi, dia phuong khan truong thuc hién cac ndi dung theo
huéng dan sau:

1. Kiém tra, ra soat va xac dinh may chi web c6 sir dung Oracle WebLogic
de phat hién va xu 1y kip thoi nguy co tan cong thong qua céc 16 hong bao mat
trén va cac san pham khac c6 trong danh sidch canh bdo cua Oracle c6 tai
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https://www.oracle.com/security-alerts/cpujul2021.html. Tién hanh cép nhat ban
va 16 hong bao mat cho cac may chu bi &nh huong (tham khao hudng dan tai phu
luc kém theo).

2. Tang cuong giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tin céng mang; dong thot thuong xuyén theo doi kénh canh bao
cua cac co quan chirc ndng va cac t6 chirc 10n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét c6 thé lién hé dau mbi hd tro ciia Cuc An toan
thong tin: Trung tim Giam sét an toan khong gian mang qubc gia (NCSC), Cuc
An toan thong tin dién thoai 024.32091616, thu dién tu: ais@mic.gov.vn; hoac
phong Cong nghé thong tin Vién thong - S¢ Thong tin va Truyén thong, sb dién
thoai: 0251.8825678.

Tran trong./.

Dinh kém: Van_ban 993/CATTT-NCSC ngay 23/7/2021 cua Cuc An toan
thong tin vé viéc 06 lo hong bdo mdt moi anh hwong cao va nghiém trong trong
Oracle WebLogic Server.

(Van ban 993/ICATTT-NCSC tdi vé tai muc an todn théng tin mang theo
dia chi http://stttt.dongnai.gov.vn/Pages/news.aspx?Catld=56).
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