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Kinh gui: Sa Thong tin va Truyen thong.

UBND tinh nhan Van ban so 2604/BTTTT-CATTT ngay 16/7/2021 cua 

Bo Thong tin va Truyen thong ve viec 05 16 hong bao mat muc cao va nghiem 

trong trong cac san pham Microsoft (file diin tic kem theo)\ Chu tich UBND tinh 

co y kien nhu sau:

Giao So Thong tin va Truyen thong chu tri, phoi hop cac co quan, don vi 
tren dia ban tinh kiem tra, ra soat va thuc hien cap nhat ban va bao mat cho cac 

may chu, may tram su dung he dieu hanh Windows co kha nang bi anh huong; 
tang cuong giam sat va san sang phuong an xu ly khi phat hien co dau hieu bi 
khai thac, tan cong mang, dong thoi thuong xuyen theo doi kenh canh bao cua 

cac co quan chiic nang va cac to chuc Ion ve an toan thong tin de phat hien kip 

thoi cac nguy co tan cong mang.

Qua trinh thuc hien co kho khan, vuong mac; So Thong tin va Truy6n 

thong chu dong lien he Trung tarn giam sat an loan khong gian mang qu6c gia, 
Cue An toan thong tin - Bo Thong tin va Truyen thong de duqc huong dan, h§ 

trq thuc hien./.^-

TL. CHU TICK 
KT. CHANH VAN PHONG 
PHO CHANH VAN PHONG

Nffi nhan:
• Nhir tren;
- Chu tjch, PCX Nguyen Thj Hoang;
- Chanh, PVP UBND tinh (KTN, KGVX);
- C&c so, ban, nganh;
- UBND ede huy?n, thanh pho;
- Liru: VT, KGVX(vudq).
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So^^BTTTT - CATTT 

V/v 05 16 hong bao m§t more 
cao nghi6m trpng trong 

ede sin phSm Microsoft

Ha Noi, ngayffithdngjhnam 2021

Kinh gui:

- Cac Bp, Co quan ngang Bo, Co quan thupc Chinh phu;

- Van phdng Trung uong Bang, Van phong CM tich nuoc, 
Van phong Quoc hpi, Toa an nhan dan toi cao, Vien Kiem 

sat nhan dan toi cao, Kiem loan Nha nuoc;

- UBND cac tinh, thMh pho true thupc Trung uong;

- Cac Tap doan kinh te, Tong cong ty Nha nude, cac Ngan 

hang TMCP; cac to chuc tai chinh.

Ngay 13/7/2021, Microsoft da cong b6 vaphat h4nh ban va cho 117 lo h6ng 

bao mat trong cac san phim ciia minh, trong do dang chu y la 05 16 h6ng bao mat 

(CVE-2021-34473, CVE-2021-34523, CVE-2021-34527, CVE-2021-33 781, 
CVE-2021-34492) trong cac san pham Windows Print Spooler, Microsoft 
Exchange Server va Windows Certificate, cho phep doi tupng tan cong thuc thi 
ma ttr xa. Cac san pham nay cua Microsoft deu dupe su dung pho bien trong cac 

h? thong thong tin cor quan, to chuc nha nude; ngan hang, to chuc tai chinh, tap 

doan, doanh nghiep va cac edng ty Idn. Bac biet cac lo hong b4o mat trong 

Windows Print Spooler va Microsoft Exchange Server cd the da, dang va se 

dupe cac nhdm tin cong cd chu dich (APT) su dung de khai thac dien rpng trong 

thdi gian s5p tdi. Thong tin cu thi vi cac 16 h6ng nhu

- 02 16 hong CVE-2021-34473, CVE-2021-34523: ton tai trong Microsoft 
Exchange Server, cho phep d6i tupng tan cong cd thi thuc thi ma tir xa, nang cao 

dac quyen tren mdy chu thu dien tu. Exchange Server da trd thanh mpt muc tieu 

kM pho bien ki tir thang 3/2021 noi bat vdi 04 lo hdng Zero-days hay con gpi la 

ProxyLogon da dupe khai thac trong chien dich tan cong APT tren dien rpng. 04 

lo hong nay cung da dupe Trung tam Gidm sdt an toan khong gian mang qu6c gia

sau:



2

(NCSC), Cyc An toan thong tin, Bq Thong tin va Truyen thong canh bao tai cong 

van s6 13/NCSC-BTPT ve vice 16 hong bao mat trong Microsoft Exchange Server 

ngay 03/3/2021. Vi vay, khac phuc cac lo hong trong Exchange Server la het sue 

cap thiet khi viec doi tUQmg tan cong mang dang ngay cang gia tang nhim myc 

tieu nay.

- L6 hong CVE-2021-34527: thyre thi ma tir xa thu 2 trong Windows Print 
Spooler (lien quan den 16 hong CVE-2021-1675 trade do). 02 lo hong nay dang 

dugre gpi vdi cai ten la “PrinterNightmare”. B6 Thong tin va Truyen thong da co 

dyr bao sdm cho cac 16 hong nay tai cong van so 2210/BTTTT-CATTT v6 viec du 

bao som nguy co tan cong mang tren dien rong ngay 22/6/2021, dong thoi cung 

da kip thoi tiep tyc canh bao den cac co quan, to chuc thong qua nhieu phuemg 

thuc ti6p can khac nhau.

- L6 hong CVE-2021-33781:16 hong cho phep doi tuong c6 dac quyen thap 

tan cong tir xa vugt qua cac co che kiem tra bao mat trong dich vu Active 

Directory de dat duoc cac dac quyen cao hem tren m&y myc tieu.

- L6 hong CVE-2021-34492: lo hong cho phep doi tugng tan cong vugrt qua 

co che kiem tra trong Windows Certificate de gia mao chung chi. L6 hong nay la 

hoan toan co the duoc dung trong cac cugc tan cong khac nham vao nguod dung.

Nham dam bao an toan thong tin cho hy thong thong tin cua Quy co quan, 
gop phan bao dam an toan cho khong gian mang Viyt Nam, Bp Thong tin va 

Truyen thong yeu cau Quy co quan chi dao thuc hien:

1. Kiem tra, ra soat va xac dinh may chu, may tram su dyng he dieu hanh 

Windows co kha nang bj anh huong. Thuc hien cap nhat ban va bao mat cho cac 

may bi anh huong theo huong dan cua Microsoft (chi tiet tham khao tai phy lyc 

kem theo).

2. Tang cuong giam sat va sin sang phuemg an xu ly khi phat hien co dau 

hiyu bi khai thac, tan cong mang; dong thoi thuorng xuyen theo doi kenh canh bao 

cua cac co quan chuc nang va cac t6 chuc 1dm ve an toan thong tin de phat hien 

kip thoi cac nguy co tin cong mang.

Trong tracmg hop din h§ try, Quy don vj lien he dau m6i ho trp cua Bp 

Thong tin va Truyen thong: Trung tarn Giam sat an toan khong gian mang quoc
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gia (NCSC), Cyc An toan thong tin, dien thoai: 02432091616, thu dien tu: 
ais@mic.gov.vn

Tran trpng./.
Ncri nhqtn;
- Nfnr tr^n;
- Bp Cong an;
- BO Qu6c phdng;
- Ban Ca yeu Chfnh phu;
- BO tnrdng (dl b/c);
- Thur truang Nguyen Huy Dung;
- Lmi: VT, C\ic ATTT.

KT^BO TRirdNG^ __

Nguyen Huy Dung

mailto:ais@mic.gov.vn
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Phulnc • •

Thong tin l3 hong bao mat
(Kem theo Cong van sQj£0ef-/BTT7T-CAlTT ngayjfo / / /2021 

cua Bq Thong tin va Trvyen thong)
1. Thong tin 1$ hong bdo mat

n
<>

- M615: Lo h6ng t6n tai 
trong
Exchange Server, cho 

phep doi tuong tan cong 

thuc thi ma tir xa.

- Diem CVSS: 9.1 (cao)

- Anh lurong: Exchange 

Server 2019/2016/2013

- Nguon tham khao:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV 

E-2021-34473

- Cong van so 13/NCSC- 

DTPT ve viec lo hong bao 

mat trong Microsoft 
Exchange Server ng&y 

03/3/2021.

C6ng van so 

1122/BTTTT-CATTT vS 

viec 04 lo hong bao mat 
mai anh hiromg nghiem 

trpng tai may chu thu dien 

tir Microsoft Exchange 

Server va huang dan xu ly 

ngay 16/4/2021.

Microsoft

1 CVE-2021-34473

- Mo ta: Lo hong ton tai 
trong
Exchange Server, cho 

ph6p doi tugmg tan cong 

thuc thi ma tir xa.

- Diem CVSS: 9.1 (cao)
- Anh huang: Exchange 

Server 2019/2016/2013

- Nguon tham khao:
https://msrc.microsoft.c
om/update-

L6 hong mdi cong bo ngay 

13/7/2021.Microsoft

2 CVE-2021-34523

https://msrc.microsoft.c
https://msrc.microsoft.c
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guide/vulnerability/CV 

E-2021-34523

- Mo ta: L6 hong t6n tai 
trong Windows Print 
Spooler, cho phep doi 
tugng tin c6ng thirc thi 
ma tu xa.

- Diem CVSS: 8.8 (cao)

- Nguon tham khao:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV 

E-2021-34527

Cong
2210/BTTTT-CATTT ve 

vi?c dvr bao som nguy co 

tan cong mang tren dien 

rpng ngay 22/6/2021.

- Trung tam Giam sat an 

toan khong gian mang 

quoc gia (NCSC), Cyc An 

toan thong tin, Bo Thong 

tin va truyen thong da co 

canh bao rpng rai gui true 

tiep den c&c co quan to 

chuc thong qua thu dien tu, 
Page FB chinh thuc cua 

NCSC.

van so

CVE-2021-345273

Lo hong mai cong bo ngay 

13/7/2021.
- Mo ta: Lo hong cho 

phep doi tugng co dac 

quyen thap tan cong tu 

xa vuot qua cac co chi 

kiem tra b&o mat trong 

dich vy Active Directory 

de dat dugc cac dye 

quyen cao hon tren may 

myc tieu.

-Diem CVSS: 8.1 (cao)
** _ _- Anh hirong: Windows

10, Windows Server 

2019.

- Nguon tham khao:
https://msrc.microsoft.c
om/update-

CVE-2021-337814

https://msrc.microsoft.c
https://msrc.microsoft.c
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guide/vulnerability/CV 

E-2021-33781

- Mo ta: Lo hong cho 

phdp doi tuong tan cong 

vugrt qua cor che kilm tra 

trong
Certificate de gia mao 

chung chi.

- Diem CVSS: 8.1 (cao)

- Anh hirong: Windows 

10/8.1/RT8.1/7, 
Windows 

2016/2012/2008.

- Nguon tham khao:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV 

E-2021-34492

L6 hong moi cong bo ngay 

13/7/2021.

Windows

5 CVE-2021-34492

Server

2. H tro’ng dan khac phuc

Bien pMp tot nhit de khic phuc 16 h6ng bao mat nay la cap nhat ban va. 
Trong trubng hgp dura the cap nh£t ban va kip thoi, Quy don vi thuc hi?n ca. 
bien pMp khic phyc theo huong dan cua hang, de giam thieu nguy co tin cong 

(tham khdo tai nguon link dirge th6ng ke a bang tren)
3. Nguon tham khao

- B5n va thang 7 cua Microsoft: 

https://msrc.microsoft.com/update-guide 

https://msrc.microsoft.com/update-guide/releaseNote/2021 -Jul
- Danh gia cua Zero Day Initiative:

https://zerodayinitiative.eom/blog/2021/7/13/the-july-2021-security-update-
review

https://msrc.microsoft.c
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2021
https://zerodayinitiative.eom/blog/2021/7/13/the-july-2021-security-update-
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