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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH DPONG NAI Poc lap — Tw do — Hanh phiic

sé: 8357 /UBNDKGVX Déng Nai, ngdy [ thing - néim 2021
V/v 05 16 hong bao mét mic cao
va nghlem trong trong cac
san phdm Microsoft

Kinh giri: S& Thong tin va Truyén thong.

UBND tinh nhin Vin ban sé 2604/BTTTT-CATTT ngay 16/7/2021 cua
Bo Théng tin va Truyén thong vé viéc 05 16 héng bao mat mirc cao va nghiém
trong trong cac san phim Microsoft (file dién tir kém theo); Chu tich UBND tinh
c6 y kién nhu sau:

Giao S& Thong tin va Truyén théng chu tri, phdi hop céc co quan, don vi
trén dia ban tinh kiém tra, ra soét va thuc hién cap nhat ban va bao mat cho cac
may chui, may tram st dung hé didu hanh Windows c6 kha nang bi anh hudng;
ting cuong gidm sat va sin sang phuong 4n xir 1y khi phat hién cé diu hiéu bi
khai thac, tn cong mang, dong thdi thudng xuyén theo ddi kénh canh béo cia
céc co quan chirc ning va céc td chirc 16n vé an toan thong tin dé phat hién kip
thoi céc nguy co tin cong mang.

Qua trinh thyc hién cé khé khin, vudng mic; S& Thong tin va Truyén
thong chi dong lién hé Trung tdm giim sat an toan khéng gian mang qudc gia,
Cuc An toan thong tin - B Thong tin va Truyén thong dé dugc huéng dan, hd
trg thyuc hién./ 2

ng-lil nhin: TL. CHU TICH

- Nhu trén; . KT. CHANH VAN PH(‘)NG
- Chu tich, PCT Nguyén Thj Hoang;

- Chénh, PVP UBND tinh (KTN, KGVX); PHO CHANH VAN PHONG

- Céc s&, ban, nganh;
- UBND c4c huyén, thanh phé;
- Luu: VT, KGVX(vudg).

S6 02, Nguyén Vin Tri, P. Thanh Binh, TP. Bién Hoa
TEL: (0251) 3822501 - FAX: (0251) 3823854 - 38249
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BQ THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
Déc lap - Ty do - Hanh phic

s6:L60FBTTTT - CATTT Ha Ngi, ngéyfgthingFnim 2021
V/v 05 18 hdng biao mat mirc
cao va nghiém trong trong
céc san pham Microsoft
Kinh giri:

- Cac B9, Co quan ngang B9, Co quan thudc Chinh phu;

- Vén phong Trung wong Pang, Vian phong Chu tich nudc,
Vin phong Quéc hi, Toa 4n nhén dan téi cao, Vién Kidm
sét nhan dén t8i cao, Kiém to4n Nha nuéc;

- UBND céc tinh, thanh phé tryc thude Trung vong;

- Céc Tép doan kinh té, Téng cdng ty Nha nuée, cic Ngan
hang TMCP; c4c t6 chirc tai chinh.

Ngdy 13/7/2021, Microsoft 44 cdng b6 va phat hanh ban va cho 117 15 héng
bao mét trong cdc san phém clia minh, trong d6 déng chu y 13 05 16 hdng bao mat
(CVE-2021-34473, CVE-2021-34523, CVE-2021-34527, CVE-2021-33 781,
CVE-2021-34492) trong c4c sian phdm Windows Print Spooler, Microsoft
Exchange Server va Windows Certificate, cho phép déi tugng tin cong thyc thi
mé tir xa. C4c sin pham ndy ciia Microsoft du duogc sit dung phd bin trong céc
hé théng théng tin co quan, td chirc nha nudc; ngin hang, t§ chic tai chinh, tap
doan, doanh nghiép va céc cong ty 16n. Dic biét céc 15 hdng bio mat trong
Windows Print Spooler va Microsoft Exchange Server co thé da, dang va sé&
duge céc nhém tn cdng cé chi dich (APT) str dung dé khai thic dién rng trong
thori gian sip téi. Théng tin cy thé vé c4c 15 héng nhu sau:

- 02 18 héng CVE-2021-34473, CVE-2021-34523: tdn tai trong Microsoft
Exchange Server, cho phép d6i tugng tAn cdng c6 thé thye thi ma tir Xa, nang cao
déc quyén trén méy chi thu dién tir. Exchange Server d4 tré thanh moét myc tiéu
khé phé bién ké tir thang 3/2021 ndi bat v6i 04 18 héng Zero-days hay con goi 1a
ProxyLogon d dugc khai thic trong chién dich tAn cong APT trén dién rong. 04
18 héng nay cling da dugc Trung tim Giam s4t an toan khéng gian mang qudc gia
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(NCSC), Cuc An toan thong tin, B Théng tin va Truyén théng canh bio tai cdng
vin s6 13/NCSC-DTPT vé viéc 18 héng bao mét trong Microsoft Exchange Server
ngay 03/3/2021. Vi viy, khic phuc c4c 18 hdng trong Exchange Server 14 hét stc
cép thiét khi viéc d6i tugng tAn cong mang dang ngay cang gia ting nhim myc
tiéu nay.

- L8 héng CVE-2021-34527: thyc thi m tir xa thir 2 trong Windows Print
Spooler (lién quan dén 16 héng CVE-2021-1675 trudc d6). 02 15 hdng nay dang
duge goi véi céi tén 12 “PrinterNightmare”. B6 Thong tin va Truyén thong di cé
dir bao sém cho céc 15 hdng nay tai cong vin s§ 2210/BTTTT-CATTT v& viée dy
bo sém nguy co tan cong mang trén dién réng ngdy 22/6/2021, ddng thdi cling
d4 kip thoi tiép tuc canh bao dén cic co quan, t5 chirc théng qua nhidu phuong
thirc tiép can khac nhau.

- L3 hdng CVE-2021-33781: 16 hdng cho phép dbi tuong c6 dic quyén thép
tan cong tlr xa vugt qua cac co ché kiém tra bao mat trong dich vu Active
Directory dé dat dugc cac dic quyén cao hon trén méy muc tiéu.

- - L3 héng CVE-2021-34492: 15 hdng cho phép dbi tugng tén cong vugt qua
co ché kiém tra trong Windows Certificate d& gia mao chimg chi. L3 hdng nay 13
hoan toan c6 thé duge dung trong c4c cude tan cdng khac nhim vao ngudi ding.

Nhim dam bio an toan théng tin cho hé théng théng tin ciia Quy co quan,
g6p phan bao d¢im an toan cho khéng gian mang Viét Nam, B Thong tin va
Truyén théng yéu ciu Quy co quan chi dao thuc hién:

1. Kiém tra, ra soat va xé4c dinh may chi, may tram sir dung hé didu hanh
Windows c6 kha néng bi anh huéng. Thyc hién cip nhit ban va bao mét cho cic
ma4y bj anh huéng theo huéng din ciia Microsoft (chi tiét tham khéo tai phu lyuc
kém theo).

2. Ting cudng gidm s4t va sén sang phuong an xir Iy khi phét hién cé diu
hiéu bj khai théc, t4n cdng mang; ddng thdi thudng xuyén theo déi kénh canh bao
clia cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin @ phat hién
kip thdi c4c nguy co tin cong mang.

Trong trudng hop can hd trg, Quy don vi lién hé diu mébi hd trg cia Bd
Théng tin va Truyén thong: Trung tim Giam sat an toan khéng gian mang quéc
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gia (NCSC), Cuc An toan thdng tin, dién thoai: 02432091616, thu dién tir:
ais@mic.gov.vn

- B§ Cong an;

- B§ Quéc phong;

- Ban Co yéu Chinh phu;

-B§ truéng (dé blc);

- Thir truémg Nguyén Huy Diing;
- Luu: VT, Cyc ATTT.

Nguyén Huy Diing
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Phu lye
Théng tin 18 hong bio mat
(Kém theo Cong viin s@J0%F/BTTTT-CATIT ngayAb / 4 /2021
cua By Thong tin va Truyén théng)
1. Théng tin 16 hong bio mat
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- M td: L3 hdng ton tai | - Céng vin s6 13/NCSC-
trong Microsoft | DPTPT vé viéc 15 hdng bao
Exchange Server, cho|mit trong Microsoft
phép d6i twgng tin cong | Exchange Server ngay
thye thi ma tir xa. 03/3/2021.

- Piém CVSS: 9.1 (cao) |-  Céng  vin  sb
1 | CVE-2021-34473 | . Anh hwémg: Exchange | 1122/BTTTT-CATTT ve

iéc 04 16 héng bao mat
Server 2019/2016/2013 | Vi¢¢ U4 10 hong bao ma
méi anh hudng nghiém
trong tdi may cha thu dién
tr Microsoft Exchange

- Ngudn tham Kkhio:
https://msrc.microsoft.c

on?fiuljdatl:— — Server va huéng dén xir ly
guice/vuinerabllity/CV' | | o4y 16/4/2021.
E-2021-34473

- M ti: L5 hong tdn tai | L8 héng méi cong bé ngay
trong Microsoft | 13/7/2021.

Exchange Server, cho
phép d6i tugng tin cong
thue thi ma tir xa.

2 | CVE-2021-34523 | - Diém CVSS: 9.1 (cao)

- Anh hwéng: Exchange
Server 2019/2016/2013

- Ngudn tham khio:
https://msrc.microsoft.c
om/update-
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guide/vulnerability/CV
E-2021-34523

CVE-2021-34527

- M ta: L3 héng ton tai
trong Windows Print
Spooler, cho phép ddi
tuong tin cong thyc thi
ma tir xa.

- Piém CVSS: 8.8 (cao)

- Ngudn tham khao:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34527

- Céng vin sb
2210/BTTTT-CATTT vé
viéc du bao sém nguy co
tdn cong mang trén dién
rong ngay 22/6/2021.

- Trung tdm Gidm séit an
toan khong gian mang
quéc gia (NCSC), Cuc An
toan thong tin, By Thong
tin va truyén thong da cé
canh bao rng réi gir truc
tiép dén c4c co quan tb
chire thong qua thur dién tir,
Page FB chinh thic cua
NCSC.

CVE-2021-33781

- Mé ta: L& hbng cho
phép d6i tugng c6 dic
quyén thip tdn cong tir
xa vuot qua céc co ché
kiém tra bdo mat trong
dich vy Active Directory
dé dat dugc cic dic
quyén cao hon trén may
muyc ti€u.

- Piém CVSS: 8.1 (cao)

- Anh huéng: Windows
10, Windows Server
2019.

- Ngudén tham Kkhao:
https://msrc.microsoft.c
om/update-

L3 héng méi cong bd ngay
13/7/2021.
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guide/vulnerability/CV
E-2021-33781

- M& ti: LS héng cho | L8 héng méi cong b ngay
phép d6i tuong tin cong | 13/7/2021.
vugt qua co ché kiém tra

trong Windows
Certificate & gid mao
chimg chi.

- Piém CVSS: 8.1 (cao)

5 | CVE-2021-34492 | - Anh hirémg: Windows
10/8.1/RT8.1/7,
Windows Server
2016/2012/2008.

- Ngudn tham khio:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34492

2. Hwémg dén khic phyc

Bién phép tot nhit dé khic phuc 18 héng bao mit nay 1a cép nhat ban va.
Trong trudng hop chua thé c4p nhat ban v4 kip thdi, Quy don vi thyc hién cac
bién phap khic phuc theo huéng dén cia hing, dé giam thiéu nguy co tén cong
(tham kh&o tai ngudn link dugc théng ké & bang trén)

3. Ngudn tham khao

- Ban vé thang 7 ctia Microsoft;
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2021-Jul
- Péanh gia cia Zero Day Initiative;

https:/zerodayinitiative.com/blog/2021/7/ 13/the-july-2021-security-update-
review
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