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UBND 	DONG NAI 	CQNG H6A xA HO! CHU NGHiA VIVT NAM 
S6 Tlf PHAP 	 Dc Ip - Tn. do - II4nh phñc 

S6: 4qt-I /STP-VP 	 Dang Nai, ngay thang 5 nam 2020 
V/v tri6n khai Cong van so 

1197/STTTT-CNTTVT ngay 07/5/2020 
cua Se( Thong tin va Truyen thong 

Kinh giri: 
- Cac phong chuyen mon va tuang throng; 
- Cac dan vi sir nghiep truc thuOc Sor. 

So( Tu phap nhen dugc Cong van sO 1197/STTTT-CNTTVT ngdy 

07/5/2020 cita Sa Thong tin va Truyen tilting ve viec canh bao nguy ca mdt an 

ninh, an toan thong tin khi sir dung truc tuyen. ye viec nay, Giam dc So• Tu 

phap yeti cu: 

True:mg cac phong chuyen mon va tuang duang, cac don vi sr nghiep truc 

thuOc Si trien khai, thuc hien canh bao nguy co mdt an ninh, an toan thong tin 

khi sir dung Ung dung truc tuy'en. 

Cong van so 1197/STTTT-CNTTVT ngay 07/5/2020 ciia Sa Thong tin va 

Truyen thong ve viec canh bao nguy ca mdt an ninh, an toan thong tin khi sir 

dung truc tuyen dugc dang tai ten trang thong tin din tir ciia Sa Tu phap tai dia 

, chi: http://stp.dongnai.gov.vn, flute van ban dieu hanh./7 , 

Nei nhiin: 44- 
- Nhtr ten; 
- Giam d6e, the Pito Giant dc STP; 
- Trang TTDT STP; 
- Luu: VT, VP. 
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UBND TINH DONG NAI 	CONG H6A xx Ho CHU NGH1A VICT NAM 
SO THONG TIN VA TRUYEN THONG 	DO 14p - Tv do - liwnh phtic 

St): 1197 /S1111-CNTTVT 
	

DOng Nat, ngay 07 thang 5 nam 2020 
V/v canh bao nguy co. mAt an ninh, an tan 
thong tin Ichi sir dung img dung true tuyen 

Kinh 
Cac caquan Dang, Nha mac va cac doan the ten dia ban tinh; 
Viettel Chi nhanh Ding Nai, VNPT Dong Nai, Mob&one 

Ding Nai, FPT Chi nhanh Ding Nai. 

Ngay 17/4/2020, BO Cong an có Thong bao s 17/TB-BCA-A05 v'e viec 
nguy ca mat an ninh, an toan thong tin lchi sir thmg img dung trvc tuyen. Thep 
do, qua c8ng tic dam bao an ninh mang, BO C8ng an phat hien cac nguy Ca mat 
an ninh mang, an toan thong tin 'chi sir dung cac img dl,mg trvc tuyen, cu the nhu 
sau: 

Hien nay, trong bii cat* tinh hinh dich benh Covid-19 din bin ph#c tap, 
cac ca quan, doanh nghiep, to chirc, ca nhan da thvc hien chuyen dal nhieu hog 
dOng sang moi trdmg mang, sir dung cac img dung online (nhu: Zoom Cloud 
Meeting, Micorsoft Teams, Google Hangout, Facebook Workplace,,TrueConf 
Online, GoToMeeting, Join.me, ClickMeeting, eMeeting.vn...) vai day du cac 
tinh 'fang chia se n'Oi dung man,  hinh tren may tinh, cuOc goi am thanh/hinh anh 
trvc tuyen, chia se tai lieu, thuyet trinh, len Itch hop, hoc tap,... dehi hop trvc 
tuyen, hoc tap tivc tuyen... Theo thong ke truac va sau khi phat hien dich b'enh 
Covid-19, chi tinh rieng irng dung Zoom Cloud Meeting s8 luang nguai dung dã 
tang tir 10 trieu len 200 trieu nguai, vai tren 74.000 khach hang ya 13 trieu 
nguari dimg hoat dOng hang thang, 90.000 tl-u6ng hoc tren hcm 20 quoc gia dang 
sir dung ung dung phuc vu hoc tap trvc tuyen. 

, Ben canh viec gia tang v s6 luang nguai dying trong thai gian gan 
nhieu ch!iyen gia, hang bao mat uy tin... da lien tiep dua ra cac earth bao, bang 
chimg ye viec mat an ninh, an toan thong tin Ichi sir dung img dung Zoom Cloud 
Meeting nhu: '1)  trng dung tv dOng thu thap va bi mat chia se cl,fr lieu ngueli ding 
cho Facebook ma Ichong c6 sr cho phep elm nguoi ding, kê cá nhfing ngtrai 
ding khong, sir dung Facebook; (2)  Cac tin tac dang 1c5r nhieu ten mien gia mao 
"Zoom" nham phat tan cac tep tin dc hai gia moo img dung lira ngued ding tai 
va cai dal „teen thiet bi cita minh; (3)  Ton tai mOt so 18 hong bao mat cho phep tin 
tac of) the danh cap thong tin clang nhap (thong tin cá nha,n ciia, 500.000 tai 
khoan dã bi 1 lot), chen cac lien kecclOc hai, chiem quyen diéu lchien, thay doi, 
ellen cac nOi dung,Ichong phii hop, tan cong kiem soat micro, camera, danh cap 
cac video trvc tuyen,... (02 18 hong bao mat du img dung Zoom Cloud Meeting 
phien ban danh cho h dieu hanh Windows va h dieu hanh MacOS dang ducyc 
tin tac rao ban). 

Khu chung cu Bl, Nguyen Ai Qu6c, phuorng Quang Vinh, TP. Bien flea; website: 
http://sUtt.dongnaigov.vn; S6 din thoai: (02513) 810269 
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Thvc hien chi dao cüa UBND tinh tai  van ban s6 5004/UBND-KGVX ngay 
05/5/2020 ve viec thuc hi'en Thong bao s6 17/TB-BCA-A05 ngay 17/4/2020 ca 
BO Cong an; Nham,  dam bao an ninh mang,,  an toan thong tin khi sir dung cac 
img dung tivc tuyen teen dia ban tinh Dong Nai, SO Thong tin ya Truyen 
thong de nghi cac ca quan, dcm vi, dia phucmg chü thvc hien mOt so nei dung 
nhu sau: 

Thuc hien huang clan dm SO Thong tin va Truyen thong tai van ban s6 
1001/STTTT-CNTTVT ngay 15/4q020 ve viec canh bao nguy co mat an toan 
thong tin tir phan mem h9p truc tuyen Zoom. 

Can nghien ciru kk trong lira chou sir d‘mg.cac irrIg d9ng, tranh cai dat, 
sir dung cac img dung dang bi cariti bao ton tai 16 hong, diem yeu bao mat; tai vã 
cai dat img dung dr cac nguon,chinh thong; thuang xuyen, cap nhat ban vá 16 
hong cUa cac img dung va h dieu hanh. 

Khi,  sir dung cac img dung trvc tuyen can sir dung cac kenh, phong rieng, 
c6 mat khau bao ve, xac thvc nguoi tham gia; khong chia se cac thong tin ve 
phong h9p (ID,_mat khau, th6i gian...) ,tren khong gian mang; khong tai, ma cac 
t'ep tin, duang dan 1 khong rö ngu6n goc... 

Ithong sir dung cac üng dung trvc tuyen de trao d6i, giri nhan cac dir lieu 
bi mat nha mrac, dir lieu nOi b0. 

Trong tnremg hap phat hien nguy ccr,,dau hieu 16, 10t thong tin cá nhan cüa 
ngtrai sir dung, de nghi ccx quan, dcm vi can nhanh chong khac phu.c va kip thai 
thong bao cho SO Thong tin va Truyen thong, din thoai 0251.3810.269, thu 
dien tir: attt(i4dongnai.gov.vn  de duqc h tro./. 

GIAM DOC 
- Nhu ten; 
- UBND tinh (b/c); 
- Cliam dc \fa cac Pho Cam d& Sa; 
- TT.CNTT-TT; 
- Ltru: VT, CNTTVT, Thinh-035. 


	00000001
	00000002
	00000003

		2020-05-08T21:57:50+0700
	Việt Nam
	Sở Tư pháp<stp@dongnai.gov.vn> đã ký lên văn bản này!




