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UBND TiNH PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM

SO TU PHAP Péc 1ap - Tw do - Hanh phiic
S6: 3¢5 /STP-VP Dong Nai, ngay ¢Qthing 11 ndm 2019

V/v trién khai Céng vin sb
442/CNTT/HTKT&ATTT ngay
06/11/2019 ctia Cuc Céng ngh¢ thong
tin — BY Tu phép

| Kinh giri:
} - Cac phong chuyén modn va tuong duong;
- Céac don vi truc thudc so.

S& Tu phap nhin duge Cong vin s6 442/CNTT/HTKT&ATTT ngay
06/11/2019 ctia Cuc Coéng nghé thong tin — B Tu phép vé viéc ra soét, xir 1y,
boc g& ma doc chién dich tan cong mang cé chu dich. Veé viéc nay, Gidm dbc So

Tu phap yéu cau:

Trudng cac phong chuyén mén va tuong duong, cac don vi su nghiép tryuc
thudc sd trién khai, thuc hién tai cong cu ra quét va diét cac ma doc cla chién
dich APT theo duong dan: http://remove-apt.vnpt.vn/download/tools/incident-
response-v1.0.exe va bao co tinh hinh ldy nhidm, két qua xir ly vé Vin phong
S tbng hop trude ngay 10/11/2019 (néu cd).

Cong vin s6 442/CNTT/HTKT&ATTT ngay 06/11/2019 cua Cuc Cong
nghé théng tin — Bo Tu phap v& viéc ra soat, xit Iy, boc g& ma déc chién dich tan
cong mang c6 chu dich dugc ding tai trén trang thong tin dién tir cua So Tu

phap tai dia chi: http://stp.dongnai.gov.vn, muc vin ban diéu hanh./.

s
Noi nhin: 4 KT. GIAM POC
- W s, ~ ) GIAM POC
- Giam dbc, cac Phé Giam doc So; PHO
- Trang TTDT STP;
- Lwu: VT, VP.

Ngo Vian Toan



BO TU PHAP CONG HOA XA HQI CHU NGHIA VIET NAM

CUC CONG NGHE THONG TIN Péc lap - Ty do - Hanh phiic

S6:  /CNTT-HTKT&ATTT
V/v ra quét, xir Iy, béc g& ma ddc chién
dich tAn cong mang c6 chu dich

Ha Ngi, ngay 06 thang 11 nam 2019

Kinh giri: - Céc don vi thudc Bg;
- S& Tu phép céc tinh, thanh phd tryc thudc Trung wong;
- Cuc Thi hanh 4n dan sy céc tinh, thanh phd truc thudc
Trung uong.

Hién nay, tinh hinh an toan an ninh thong tin trong nuéc dang c6 dién
bién phirc tap, cac don vi chuyén trach vé an toan an ninh thong tin da phat hi¢n
va ghi nhén chién dich tan cong mang c6 td chirc va co chu dich (APT) véi méay
chu didu khién @it bén ngoai lanh thd da phat tin mi doc quy md 16n nhim vao
cac hé thdng thong tin clia cac co quan Chinh phu Pén nay di xac dinh dugc
hon 400.000 dia chi IP bi lay nhidm v&i hon 16 bién thé ciia mi dc trong chién
dich nay.

Nham bao dam an toan thong tin va phong tranh nguy co bi tin cong boi
ma doc, Cuc Cong nghé thong tin dé nghi Quy don vi chi dao thyc hién ngay ndi
dung sau:

- Tai cong cu ra quét va diét cac ma doc cua chién dich APT theo dudng
din: http://remove-apt.vnpt.vn/download/tools/incident-response-v1.0.exe.

- Téng hop va béo céo tinh hinh lay nhidm, két qua xir 1y (néu c6) vé Cuc
Cong ngh¢ thong tin trudc ngay 11 thang 11 nam 2019.

Céac loa1 ma doc nay rat nguy hiém, Tin tic c6 thé sir dung dé danh cip
thong tin, tn cong mang leo thang dac quyén gay ra hau qua nghiém trong.

Thong tin lién hé hd trg:

Phong Ha ting k¥ thuat va An toan thong tin.

Pién thoai: 0243.62739717 — Email: csht@moj.gov.vn.

Thudng xuyén cap nhat thong tin vé an toan thong tin tai chuyén myc An
toan thong tin trén trang théng tin dién tir ciia Cuc cong nghé thong tin:
http://cntt.moj.gov.vn.

Tran trong./.
Noi nhin: KT. CUC TRUONG

- rem; PHO CUC TRUOGNG
- By trudng (de b/c),

- Thir truong Nguyén Khanh Ngoc (dé blc);

- Cyc truong (de b/c),

- Luu: VT.

Ta Thanh Trung
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