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UBND ’TINH DC)NG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO TU PHAP DPéc lap - Ty do - Hanh phic

Sé: 344} /STP-VP Déng Nai, ngay (8 thdng 11 ndm 2019
V/v trién khai Cong vin sb
2357/STTTT-CNTTVT ngay
05/11/2019 ctia S¢ Thong tin va
Truyén thong

Kinh guri:
- Cac phong chuyén mon va tuong duong;
- Céc don vi truc thudc so.

S¢ Tu phap nhan dugc Coéng van s6 2357/STTTT-CNTTVT ngay
05/11/2019 ciia S& Thong tin va Truyén théng vé viéc canh bao 18 héng trén
trinh duyét Chrome. V& viéc nay, Giam doc S& Tu phép yéu cau:

Truéng cac phong chuyén mén va tuong duong, cac don vi su nghi¢p truc
thudc s& trién khai, thuc hién canh béo 16 héng trén trinh duyét Chrome dén toan
thé cong chirc, vién chirc va ngudi lao dong tai co quan, don vi.

Cong vin s6 2357/STTTT-CNTTVT ngay 05/11/2019 cia S& Thong tin va
Truyén théng vé viéc canh bao 16 héng trén trinh duyét Chrome dugc dang tai
trén trang thong tin dién tir cia S& Tu phép tai dia chi: http:/stp.dongnai.gov.vn,

muc van ban diéu hanh./.
/V/
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UBND TINH PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Djc 1ap - Ty do - Hanh phiic
S6: 2357 /STTTT-CNTTVT Déng Nai, ngay 05 thang 11 nam 2019
V/v canh bdo 15 hong trén trinh duyét
Chrome.
Kinh giri:

- Cac co quan Pang, Nha nudc va cac doan thé trén dia ban tinh;
- Trung tdm Cdng nghé thong tin - Truyén thong.

Thye hién cong tac theo doi thong tin trén khong gian mang, va hoat dong
hop tic, chia sé thong tin véi cac td chirc 16m vé an toan thong tin trong va ngoai
nuéc, Cuc An toan thong tin ghi nhén xu hudng khai théc 16 héng (CVE-2019-
13720) trong trinh duyét Google Chrome. LS hong nay anh hudng t6i hau hét
cic hé didu hanh (Microsoft Windows, Apple macOS va Linux) st dung trinh
duyét Chrome tru¢c phién ban 78.0.3904.87 (Theo ndi dung vin ban s
1038/CATTT-NCSC ngay 04/11/2019 cua Cyc An toan thong tin — B§ Thong
tin va Truyén thong).

Pay 14 15 hong phép d6i twong tin céng chén va thyc thi mi lénh tir xa
mdt cach ty dong. Do vay toi pham mang c6 thé cai cdm ma khai thac vao cac
trang web ngudi dung hay truy cap hodc lira nguoi dung truy cép vao cac trang
nay, nguoi dung truy c@p cac trang web nay thi may tinh/thiét bi cua ngudi
ding s& bi tdn cong, cai cim mi ddc. L hong nay di duge Google va trong
phién ban Chrome 78.0.3904.87.

Nhim bao dam an toan thong tin va phong tranh vi¢c d6i tuong tin cong
loi dung diém yéu an toan thong tin dé thuc hién nhu'ng cudc tin cong mang
nguy hlem S& Thong tin va Truyén thong khuyén nghi cac co quan, don vi thuc
hién mdt sé ndi dung sau:

1. Kiém tra va cip nhat 1én phién ban Chrome méi nhét (78.0.3904.87) dé
v4 16 hong bao mét va phong tranh cac nguy co bi tan cong thong qua viée khai
thac 10 hong.

2. Han ché truy cap cac trang web, duong dan la dic biét 1a cac trang web
da bi cai cam ma khai thac va thyc hién cdp nhat ban va theo huéng dan nhu
sau:

a. Danh sich trang web bi chén ma khai thac
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b. Huéng din cip nhit bin va

Mic du trinh duyét web Chrome tu dong thong bao cho ngudi dung vé
phién ban moi nhét c6 sin, ngudi ding dugc khuyén nghi kich hoat thii cong
qua trinh cap nhat bang cach:

Viao Menuw/ Trg giup/ Giéi thigu vé Google Chrome. Khi do, trinh duyét
sé tr dong tai ban cdp nhat va ngudi dung chi can bam “chay lai”

| Google Chrome

0 Google Chrome dé dugc cap nhat
Phién ban 78.0.3904.87 (Phién ban Chinh thirc) (64 bit

Nhén tro gidp vé Chrome A

Bao céo su ¢d A

3. Tai Viét Nam c6 03 trinh duyét (Sfive, Chim Lac va Cbc Cdc) phat
trién trén ma nguon Chromie ciing bj anh hudng béi 15 hong bao mat nay. Trong
do6 hai san pham trinh duyét (Sfive, Chim Lac) da dugc danh gid ddp ung yéu
cau cia TCVN 12637:2019 c6 kha nang cép nhat va canh bdo khi ngudi dung
truy cép cac trang web ddc hai (bao gom ca nhiing trang bi cai cdm ma khai thac
trén) khi c6 canh bao Cuc An toan thong tin.

Trong truong hop can thiét co thé 1ién hé ddu mbi hd trg cia Cuc An toan
thong tin: Trung tdim Gidm sat an toan khong gian mang qudc gia, dién thoai
02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.
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