
KT. GIAM DOC 
HO GIAM DOC 

UBND TINH DONG NAT 	CQNG HOA XA" HQI CHU NGH1A VItT NAM 
SO TU PHAP 	 DO 14p - Tv do - Hph phtic 

/STP-VP 
V/v tri6n ichai C6ng van se; 

2357/STTTT-CNTTVT ngay 
05/11/2019 dm Sc Thong tin va x 	„ Truyen thong 

Dang Nai, ngay j thong 11 Wm 2019 

  

Kinh 

   

Cac phong chuyen mon va Wong dtrcmg; 
Cac dcm vj true thuOc s. 

SO' Tu phap then  ducfc COng van sci 2357/STTTT-CNTTVT ngay 
05/11/2019 dm Ser Thong tin va Truyen thong 1/ vi& canh bao Jo hOng ten 
trinh duyet Chrome. Ve viec nay, Giam dc So.  Tu phap yeu cu: 

Tnrong cac phong chuyen mon va tucmg throng, cac don vi sir nghiep tivc 
thuOc se( trien khai, thuc hien canh bao 18 heong teen trinh duyet Chrome den toan 
the cong chirc, vien chirc va nguin lao &Ong tai co quan, don vi. 

COng van sO 2357/STTTT-CNTTVT ngay 05/11/2019 dm Si Themg tin va 
Truyen thong v vic canh bao 18 hOng ten trinh duyet Chrome dtroc clang tai 
tren trang thong tin dien tir dm Sâ Tu phap tar dia chi: http://stp.dongnai.gov.vn, 

muc van ban dieu hanh./. 

Noi izhçin: f- 
Nhu tren; 

- Giant 1;16e, cac Pho Gram cletc So.; 
- Trang TTDT STP; 

Ltru: VT, VP. 



UBND TINH DONG NAT 	CQNG HOA ,cA HOT CHU NGHiA VII' NAM 
SO THONG TIN VA TRUYEN THONG 	DO lap - Tv do - Hanh phtic 

St): 2357 /STTTT-CNTTVT 	 fidng Nai, ngdy 05 Mang 11 ncim 2019 
V/v canh bao 1 h6ng tren trinh duyet 

Chrome. 

Kinh giri: 
- Cac ci quan Dang, Nha ntrac va cac doan the tren dia ban tinh; 
- Trung tam Cong nghe thong tin - Truyen thong. 

Thvc hien cong tac theo doi thong tin tren khong gian mang, va hoat deng 
hop tac, chia se thong tin vai cac to chirc lan ye an toan thong tin trong va ngoai 
ntrac, Cue An toan thong tin ghi nhan xu huang,khai tilde 16 hong (CVE-2019-
13720) trong trinh duyet Google Chrome. L6 hong nay anh hue'mg tai hau het 
cac h dieu hanh (Microsoft Windows, Apple macOS va Linux) sir dung trinh 
duyet Chrome tnrac phien ban 78.0.3904.87 (Theo nei dung van ban s8 
1038/CATTT-NCSC ngdy 04/11/2019 dm Cue An toan thong tin — Be Thong 
tin va Tru34n thong). 

Day la 18 heng phep dei Wong tan cong chen và thtrc thi ma lenh tir xa 
met each tir deng. Do vay ti pham mang c6 the cai cam ma khai thac \Tao cac 
trang web ngtrai dung hay truy cap hoc lira nguai dung truy cap vao cac trang 
nay, ngtrai dung truy cap,  cac trang web nay thi may tinh/thiet b cüa nguali 
dung se bi tan cong, cai cam ma dec. Lo hong nay A' dtrac Google va trong 
phien ban Chrome 78.0.3904.87. 

Nham bao ,dam an toan thong tin va phong tranh viec dei tuong tan ding 
lçii dung,  diem yeu an toan thong tin de thvc hien nhang cuec tan c6ng mang 
nguy hiem, S6 Thong tin va Truyen thong khuyen nghj cac ca quan, dan vi thtrc 
hien met so nOi dung sau: 

Kim tra va cap nhat len phien ban Chrome mai nhat (78.0.3904.87) de 
va 18 hong bac) mat va phong tranh cac nguy co bt tan ding thong qua viec khai 
thac 16 hong. 

Han ch6 truy cap cac trang web, dual-1g d'an la d'a.c bit la cac trang web 
dã bi cat cam ma khai tilde va thvc hien cap nhat ban va theo huang dan nhu 
sau: 

a. Danh sach trang web bi chen ma khai thfic 
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b. Hating dAn c4p nh4t ban va 

Mac du trinh duyet web Chrome tu Ong thong bao cho ngtroi dung v8' 
phien ban inch that co san, ngueri dung duqc khuyen nghi kich hoat thu cong 
qua trinh ca'p nhat bang each: 

Vao Menu/ Trq giUp/ Geri thieu v Google Chrome. Khi do, trinh duyet 
se tu dOng tai ban cap that va ngueri dung chi can barn "chay lai" 

Google Chrome 

O 
Boogie Chrome di duct c,ap nhat 

w 	Phien bin 78.0.390487 (Phien bin Chinh thilc) (64 bit) 

Nhan tro 	lie Chrome 

Bao cao sue& 

, 	3. Tai Viet Nam c6 03 trinh duyet (Sfive, Chim ,Lac va C6c C6c) phat 
trien teen ma nguon Chromie ding bi anh huong bai 16 h6ng bao mat nay. Trong 
do hai sari pham trinh duyet (Sfive, Chim Lac) dã dugc danh gia dap Ung yeti 
cau cüa TCVN 12637:2019 co kha nang cap nhat va earth bao khi ngugi dung 
truy cap caz trang web dc hai (bao gôm cá nhang trang bi cai cam ma khai tilde 
teen) khi c6 canh bac) Cuc An toan thong tin. 

Trong trugng hgp cAn thi& co th.8 lien he dAu m6i 118 trg cUa Cue An toan 
thong tin: Trung tam Giam sat an toan khong gian mang quoc gia, din thoai 
02432091616, thix dien 	ais@mic.gov.vn. 

Tran trgng./. 

Noi nhcin: 
- Nhu ten; 
- UBND tinh; 
- Ban Giant dc; 
- Luu: VT, CNTTVT. 
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