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UBND TINH DONG NAT 	CQNG HOA xA HQI CHU' NGHlA VIFT NAM 
SO TU PHAF' 	 Dc 14p - Tu do - linnh phtic 

SO: SG-1) /STP-VP 
V/v tri'L Ichai Cong van s6 81/VNCERT- 

DPIfC ngdy 15/3/2019 eüa Trung tam 
irng dm khan cap may tinh Vi't Nam 

Kinh 

Dang Nai, ngay Zr3-  dicing 3 nam 2019 

- Cac phong chuyen mon va tucmg throng; 
- Cac dun vi sir nghiap truc thuac Si. 

Tu pita') nhan dugc Cong van s(5 437/STTTT-CNTT ngay 21/3/2019 

dm S ThOng tin va Truyan thong va viac theo dai, ngan cha'n kat nOi may chit 

diau khian ma dc GandCrab 5.2. Va viac nay, Giam dc Si Tu phap yeu 

Truemg cac phong chuyen mon va tuang ducmg, cac dart vi sr nghiap truc 

thuOc Sà trian khai, thuc hian theo dai, ngan ch4n kat n6i may chit diau khian 

ma dc GandCrab 5.2 theo Cong van s6 81/VNCERT-DPUt ngay 15/3/2019 

ctia Trung tam Ung dm khan cap may tinh Viat Nam. 

COng van sO 81/VNCERT-DPUt ngdy 15/3/2019 cüa Trung tam img ciru 

khAn cap may tinh Viat Nam va theo döi, ngan chan kat no'i may chit diau khian 

ma dOc GardCard 5.2 dugc clang tai ten mpg thong tin din tir cua Sâ Ttr phap 

tai dia chi: http://stp.dongnai.gov.vn, muc van ban diau hanh./. 

Nei nhOn: 
Nhtr ten; 

- Giarn (Ric, can Ph6 Gam d6c So'; 
Trang TTDT STP; 
Ltru: VT, VP. 

NO Van Toan 





SG I nong tin va I ruyen tnong 
DNA stttt@dongnai.gov.vn  
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UBND TINH DONG NA! 	CONG HOA XA uQt CII U NCIIIA VW1 NAM 

SO THONG TIN VA TRUYEN THONG 	 Dc 14p - Ty. do - I-4nh ptoic 

Deing Nai, ngav at4 Mang 3 10111 20/9 

SO Ill PHA P 96NG NA1 
CONG 	 4.22j_f 

N  NGAY:Aidadj 
Van phong Tinh ay; 	 DEN CHUYEN: 

- Cac Sa, Ban, Nganh; 
LTBND cac huyen,Tx Long Khanh, Tp. Bien HOa; 

- Cae To chirc Doan the, Chinh tri - X5 hi; 
Dai Phat thanh — Truyen hinh Dong Nai. Ráo Ming 

Nai, Bao Lao Ong Deong Nai. 

Sa Thong tin NIA Truyen thong nhan dizge COng van so 81/VNCERT-

DPUt ngay 15/3/2019 cna Trung tam (ing aru khan cap may linb Vitt Nam 

vic theo dOi, ngan chan ket n6i may chU dieu khien ma dOe GandCrab 5.2. 

Si Thong tin va Truyen thong thong bao nOi dung canh bao cua Cong van 

81/VNCERT-DPU.C. neu ten den cae don vi, dia phtrong de thi.rc hien, trier' 

khai nham dam bao an toan thong tin rnang tre'n dia ban tinh. 

Ni dung chi tiet Cong van tr'n dubrc dang tai Lai dia chi 

iiiiiistm.dongnalgov.vn, ',nye "AN TOAN THONG TIN". 

Tran tryng./.- 
9-fi— 

No'i nhtin: 
- Nhu tren; 
- P.VHTT cac huyn, 
Tx.Long Khanh, Tp.Bien Haa; 
- Ltru: VT, CNTT. 

AM DOC 

Le Huang Ng9c 

Khu BI Chung cu Nguyen Van Tr8i, &ding Nguyen Al QuOc, P. Quang V inh, ft Bik:ai 116a Don.!. Nal 

TEL: (0613) 810269 — FAX: (0613) 827071 

S.& 1-3.3" /STTTT-CNTT 
V/v theo döi, ngan (than ket neii may chU dieu 

khien ma dOc GandCrab 5.2 

Kinh 



BO 'HONG TIN VA 'HU 	TI !ONG 
TRUNG TAM ONG CIA: KHAN CAI' 

MAY TiNH VIrT  NAM 

SO: e4 
Viv thco dOi, ng5n clOiirCt noi may 
chit dieu khien m5 Oc. GandCrah 5.2 

TOC  

I 

inh 

CQNG HO:\ N:k HQ! ('IR.: 	V11:I NAM 
1)(:)c ICti) Tkr (In - I Ionti pink 

/kr 	 ritr n l;  

- Cac dun vj chuyen trach ve CNTT, A.m.  Van [Along Trung 
trcmg Ding. V5n phong Chu tich inure. Van pliong QuAc 

phong Chinh phir. 
- Cac dcm vi chuyen trach ve cNrr. ATT.!.  cc 136. 
- Cac So Thong tin va Truyen thong: 
- Cite Tong cAng ty. Tap doan kinh t. TA chin: tai hinh va 

ngan hang; cric &atilt lighiep ho t5ng. Vien thAng Internet. 
Dien Rye, !fang khong. Giao thong van tai: 

- ('ac thanh vien ur nguyen N'tang. ItrOi intg cirti sty cA A H I luring 
quoc girt. 

GandCrab 5.2 la phien ban ini trong ho N15 clAc tong tien GantlCrab Ian 
r?,mg tren loan cau trong hm) mAt n5m qua. Ngay 05,04.'2018, Trung tam I rng 
dm khan cap may tint) Viet Nam II rung tam VN(.TIZT) d5 phat hanh C(ing vTh 
so 58/VNCERT-DPIX ve viec ngAn chtin ket noi may chu diett khien ma dOc 
GandCrab (phien ban 1.0 vit 2.0) Yit hin nay ding d5 hi; thy giai ma GandCrab 
phien ban 5.1 Ito ye truck. 

Tuy nhien. hién nay qua then diii khong gion mang. Trim:: tam VNCF 
Oat hien lir Oita thing 3/2019 den nay dang 	chien dich :)hat tan \1i dOc tAnc 
tien GandCrab 5.2 vao Viet Nam va cac ntrOc DAng Nam A. 'lot Vit...t Nam, 
GandCrab 5.2 ducic phat tan thong qua Our diem ItT gia mop 110 Ci,nv  an 
Nam veri lieu de "Goi frong Cmig ai Mum dun  ric't • L em  
dOCUMentSSar. Khi ngtrin dung giai nen va ntO ter) tin (filth kern, m5 tlAc se (luau 
kich hoit va bàn bO dir I itm ngtrOi dung hi iii hoa. dAng thiti sinh ra mo t 	p 
nham y6u càu va htreng da-n ngtrin clang Ira lien chtnic tir 400 - 1.000 1 'SD 
each thanh toan qua (Jong tien din tr c1e giai m5 (lir lieu. 

Thkrc hien Quyet dinh so 05 /2017/Q1)4'1'14 va Thong ttr so 20:2017ra- , 	. 
BITTT Ye dieu phi, ang ciru su co an loan thOng tin mane. tren loan quAc, 

Trung tam VNCERT yeti cati1.5nhdtto thin vi chi dao cac dun VI ihunc Orlin vi 



CY; 
1 ,1 

V 1E1 NAM 

quan l [hue hien khan cap cac viec sau dé 'Meng rigirri, tigan chan \ iec iiii coiig. 

ca  ma dc GandCrab 5.2 vao Viet Nam nhu sau: 

I. Theo dOi, ngan chan ket mil den cc may chit may chit (lieu khien nii 

dc tong tin GandCrab vi cap nhat vao cac he thOng 	vi; ninr: 

Firewall, 	theo cac thOng tin nhan dang tai Ph y lyc (lin)) kern; 

Neu phat hien can nhanh chong co lap vOngtmay da !Mat hien. 

Thang bao nguai st:r dung mint4 can canh iac, khOn.!. mu vi hck \ an 

cac lien ket ding nhu cac tap tin dinh kern trong email c6 chira cac tap tm clang 

.doc, .pdf, .zip, rar,... duqc gri tit ngtroi la 110c neu email dunc gt.ri RI 11tfl 

quen nhtrng each dat tieu de hoc ngen ngir khac thtrong. Va can thong ban chn 
be phan chuyen trach quan tri he thang hoc dam bao an loan thOng tin klii gt:ip 
nghi ne.r. 

Ma dc tong tin GandCrab rat nguy 'nem, co the &hill cap th(*)itLr, tin va 
ma Ilea tomnbô dCr lieu tren may bi nhi .e'in. Tin tiic khai thac v[i tar (.6iig se gav 

len nhieu hau qua righiem trong khac, Trung ttiin VNCERT yeti call I..anh clot) 
cac don vi nghiem titc thuc hien lenh dieu phoi. 

1149i chi lief Xill lien he Cu glum Diieu pilaf quoc gia: 

Trung tam ting dm khan cap may tinh Viet Nam 

Dia chi: Tang 5 - Tea nha 115 Tran Duy Hung - (.'au Giay -Iki Ni: 

Dien thoai: 024 3640 4423 se') may le 112; 

Duemg day ming: 0869 100319/ 0888 609399; 

Horn thudien tr tiEp nhan bao cao su co: ir@vricert.tiov.  

'Fran tr9ng./.4/  

1 

,:h fin: 
- Nhu (Mn; 
- B truang 	b/c); 

Th0 truong Nguyin Think Hung (d Vc); 
- Giim drc (6 bic): 
- Cic PhCo Giiin dc 	p.th); 
- Cfic phong, chi &AIM: KTHT&GS, NUT, TV&I3DNV, 

CNHCM, CNDN; 
Luu: VT, DPLYC. 

KI.G IAN! DC 
PHO G1,1 DO(' 

Nguyen khac Lich 



UcYn1(5.1 0; 	yA TRUYEN *I 11ONG 
TIOJIt'ircliflkATIN CCU KHAN CAP MAY TINII VIET .\..\J

AY INH , . 

\ 	viEi NAM 	
il 

,• o 
- 	• 	• 	 PHI) LUC 

- THONG TIN YE MA DOC GANDCRAII V5.2 
(Kern theo cong vim ui 8A '1".VC:ERT-DPIA: nt;( -1.1. 	:ii;\ 

cic Trung trim Ung cirri kha» ccip 	'inn 1 .10 .Vam, 

Hinh thire phat tan ma dc. 

P.ed4.‘ rwd 	.1•••••••••cs•••4•••4••• OA • 0 
C•si 	 •••••• 
..41••••• kec.••  • .14.• • ••••••••• • •-••••••••••14L •4••••• • 

agt, 	at ttta, I 

 

CM," //".PY %.1+ dl, .01 Cot. dim Man V.1.1 N1 

 

oNo D.So 	cno Ma ma thinh via Gann 	V.rt narn tsroi pq. III het so ••.g. I 13 1/.5.,) 3 411 (*3 c. 0,13r,  f.`^ 	 • I . 
14.9 Usk chap moth eann 9nri 64 Mn Own TO. It* thsng 6.3> 0'4 ton rift) ee rUn9j ,a9 roc d Pa b.sn 	• 	• • •• - ' . 
t4r) at hoec n49 don v.0 Urn thc r4 kil:s4 mA, 1.41; inks du 	Vum ;4 C41 1.•: 	1134 r‘s. tbon .:41••vlc CI • I ^, 	: •• • •• 
at.t• tojc Cbah 46•• ta4 Cud C.J14" :tc• twig r tr., 	•••••g 	0, i+ 	G NI 1 C., tcrw; 	ntr 

SS Ol epta.to Ic$3,K I 7 8X 

011 vay rt.41 Nen lir 000 e'en 1.31 ,014,41,1 

v0. ION 00C h0 10 Al RV< C3V1 	Crt.e.9 IC. OM at, 	 1 %, . 	;• 

leyCM 14 VOI 	.1S,1 VA, • 117 	•••••b• 	• 	, 	• ^IL.: • 	• • 

' D 4•2•0••••••••• Det•oftsts 	• 
	

0 ••• _ . 
*1-finh cinh i("T tin cht"ra 	d(jc: 

elinh kem tine (lien n't gr.(*) n1(10 ti BO Cring an NI Nam 

II. 	Danh sach clic may ail 	ma dig (Cc.g:C Server). 

rr 	chi CSA: (.hi cliti 

I 	1 	www.kakaocorp.link (IP:107.173.49.208) Phia ban 5.2 

ILL [)anli sach mfi barn. 

Hash 	 chi chi., 
_ 
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