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Kinh 
Cac phong chuyen mOn va twang throng; 
Caz don vi su nghiep true thuOc So; 

Sä Tu phap nhan dugc Quyat dinh se 48/2018/QD-UBND ngay 07/11/2018 
dm Chu tich UBND tinh ban hanh Quy cha Bao dam an toan thong tin mang 
tong hoat dOng Ung dung ding nghe thong tin dm the ca quan nha mac ten dia 
ban tinh Bang Nai. V viec nay, Giam di& Se'Y Tu phap yeu cau: 

Tnremg cac Phang chuyen mon va tucmg ducmg, coo dun vi Su nghiep true 
thuOc So trien lchai va nghiem tue thue hien Quyet clinh se') 48/2018/QD-UBND 
ngay 07/11/2018 cila Chu tich UBND tinh ban hanh Quy cha Bao dam an toan 
thong tin mang trong hog dOng ung dung &Ong ngh'e thong tin dm cac ca quan 
nha mrot ten dia ban tinh Dang Nai. 

Quyet dinh se 48/2018/QD-UBND ngay 07/11/2018 cna Chu tich UBND 
tinh ban hanh Quy che Bao dam an toan thong tin mang trong hoat dOng ung 
dung cOng ngh'e thong tin cfta ck ca quan nha nuerc tren dia ban tinh D'ang Nai 
ducc clang tai ten mang thong tin dien tü cüa Sâ Tu phap ti dia chi: 
http://stp.dongnai.gov.vn, muc van ban diau hanh./. 

Noi nh On: 
- Nhu tren; 
- Chn tich UBND tinh (b/c); 
- Giam d6c, cac Ph6 Giarn doe STP; 
- Trang TTDT STP; 
- Um: VT, VP. 
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So: 42 /2018/QD-UBND 	Thing Nai, ngay 	thang 

QUYET DINH 
Ban hanh Quy che Bio dam an toil) tilling tin nwng 
hot Ong (mg dung cong nghe thong tin ciia cac 

nha nutc tren dia ban tinh Bang Nai 

ITY BAN NHAN DAN TiNH BONG NAI 

Can ar Luat Td chtiv chinh quye.'n clia phyang ngay 19 thang 6 nam 
2015; 

Can ca. Luat Ban hanh van ban quy pliant phap luat ngay 22 thang 6 
nam 2015; 

Can ct? Luat Giao dich clien tilr ngay 29 thong 11 nam 2005; 
Can cir Luat Clang nglie thong tin ngay 29 thong 6 nam 2006; 
Can cti• Luat An toan thong tin mgng ngay 19 thang 11 nam 2015; 
Can cti• Luat An ninh mgng ngay 12 thang 6 nam 2018; 
Can cir Nghi clinh 64/2007/ND-CP ngay 10 thcing 4 nam 2007 cita 

Chinh phit ve zing dyng cong ngh0 thong tin trong hogt clang cna ca quan nha 
ntroc; 

Can cir Nghi clinh sa 85/2016/ND-CP ngay 01 thang 7 nam 2016 cita 
Chinh phi ye bao dam an toan he thong thOng tin theo cap cla; 

Can ctis Nghi clinh sa 142/2016/ND-CP ngay 14 thang 10 nam 2016 cilia 
Chinh phis ye ngan ch .an xung clat thong tin tren mgng; 

Can ar Quyet clinh sá 05/2017/QD-TTg ngay 16 thang 3 nam 2017 clic: 
The, twang Chinh pint ban hanh quy clinh ve he' thong phtrang an Ting ctrru khan 
cap bao dam an toan thong tin mgng quoc gia; 

Can ca. Thong tie so' 03/2017/TT-B1111 ngety 24 thong 4 ;tam 2017 cliffs 
BO truiing BO Thong tin va Truyen thong ye quy clinh chi net va /twang clan mat 
so clieu ctia 	clinh sa 85/2016/ND-CP ngay 01/7/2016 cita Chinh phit ye' 
bao dam an toan he thang thong tin theo carp cla; 

Can cti• Thong tie sa 20/2017/TT-BIT1T ngay 12 thang 9 nam 2017 cilia 
BO Th6ng tin va Truyen thong quy clinh ye clieu phOi, zing aru se co an toan 
thong tin mgng tren tam quOc; 

Can cti. Thong tie s a 27/2017/TT-BTTTT ngay 20 thang 10 ;tam 2017 cna 
B Thong tin va Truy6n thOng quy di/1h ye viec quart 15 van hanh, sir dyng va 
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bao darn an toan thong tin tren mang trulJn so lieu chuyen dung cart ccic co. 
quan Ding, NM meat; 

Theo cfe nghi cua Giam doe SO ThOng tin va Truyen thong tai trinh s 
1843/TTr-S1.177 ngiry 14 thong 9 ntim 2018. 

QUYET DINH: 

Dieu 1. Ban hanh kern theo Quyat dinh nay Quy cha Bao dam an toan 
thong tin mang trong haat dang img dung ding nghe thong tin dm cac co quan 
nha nu& ten dia ban tinh Dicing Nai. 

Dieu 2. Quyat dinh nay c6 hien lac thi hanh k tir ngay 01 thang 01 
nam 2019 va thay the' Quyat dinh sa 02/2014/QD-UBND ngay 14/01/2014 dm 
UBND tinh ban hanh Quy cha Dam bao an toan thong tin trong hoat tang frng 
&gig cling nghe thong tin dm cac ca quan quan 1ST hanh chinh nha nude teen dia 
ban tinh Wing Nai. 

Dieu 3. Chanh Van phong UBND tinh, Giam dc Sir ThOng tin va 
x Truyen thong, Thu twang cac se, ban, ngenh, Che. tich UBND cac huyen, thi 

xa Long IChanh, thanh pha Bien Hee c6 trach nhiem thi hanh Quyat dinh nay./. 

Nol nh(in: 
- VP. Chinh pho; 
- BO Thong tin vb. Truyen thong; 
- Cuc Kiem tra van ban - B Tu phiip; 
- Thuerng true: TU, HIND tinh; 
- cha tich va the PCT. UBND tinh; 
- Van pheing: Tinh ay, HiDND tinh; 
- Nhu Dieu 3; 
- Cac PCVP.UBND tinh; 
- Ser Tu phap; 
- Trung tam C8ng bio tinh; 
- Trung tam HCC; 
- Luu: VT, CNN, TT-TH. 
(Khoa.Cnn/650.Qdantoaemang) 

TM. i:TY BAN NHAN DAN 
KT. CHU TICH 

PRO CHU TICH 



15Y BAN NHAN DAN 	ONG HOA XA HQI CHU NGHIA VItT NAM 
TiNH BONG NA! 	 Dc Ip — Ty • do — Hanh phtic 

QUY CHE 
Bao dam an toan thong tin mang trong haat Ong 	danccOng ng4 

thong tin ciia cac cos plan nha nut tren ilia ban tinh Bong Nai 
(Ban hanh kern theo Quyet dinh st542 /2018/QD-UBND ngelya-T- thang 

;lam 2018 caa CIy ban nhan chin tinh Deng Nat) 

Chuang I 
QUY DINH CHUNG 

Dieu 1. Pham vi dieu chinh 
Quy the nay quy dinh bao dam an toan thong tin mang, bao gOm: Bao ye 

thong tin cá than; bao ve he; thong thong tin mang; giam sat an toan N thong 
thong tin; ngan chan xung clOt thong tin ten mang; dam bao an toan thong tin nOi 
bO; quy trinh img ecru, lchac phtic sr co mang; quan 15,  va sir dung thiet bi son 
thao, ltru try van ban m@ cira the co quan Nha nuare tren dia ban tinh Dong Nai. 

Quy dinh chi tit va huong dan an toan thong tin theo cap dO. He thong 
thong tin cap dO 4, 5 khong thuOc pham vi dieu chinh cua Quy che nay. 

Dieu 2. IA ttrcyng áp dang 
Cac so, ban, nganh cep tinh; cac don vi sir nghiep cOng lap true thuOc 

UBND tinh; UBND cac huyen, thi xã Long Khanh, thanh pha Bien Flea; UBND 
cac xa, phtremg, thi tan ten dia ban tinh (g9i tat la cac co quan, dem vi). 

Can bO, ding chüc, vien chat, nguai lao dOng (g9i tat la cong chirc vien 
chirc) va the to chirc, cá nhan cep lien quan tham gia van hanh, khai thee cac he 
thOng thong tin tai co quan, don vi quy dinh tai 1Choan 1 Dieu nay. 

Cac doanh nghiep cung cap dich vu vin thong, cong nghe thong tin (Sau 
day viet tat la CNTT), internet; cac doanh nghiep, tO chirc, cá than có tham gia 
vao cac hoat dOng img dung CNTT cüa the co quan, don vi thuOc Khoan 1 Dieu 
nay. 

1Chuyen Ichich the co quan, don vi khac hog dOng img dung va ph@ 
trien CNTT teen dia ban tinh áp dung quy che nay. 

Dieu 3. Giii thich tir ngir 
Trong Quy che nay, cac tir ngU clued day duct hieu nhu sau: 
1. An toan thong tin mang là sr bao ye thOng tin, h'e ,thiing thong tin tren 

mang trait bi truy nhap, sir dung, trot 10, gian doan, sira dôi hoc pha hoai trai 
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phop nham bao dam tinh nguyen yen, tinh bao mat va tinh kha dung en' a thong 
tin. 

Mang la moi titan& trong do thOng tin duqc cung cap, truyOn dua, thu 
thap, xir 1)17, luu trft va trao doi thong qua mang vien thong va mang may tinh. 

He thong thong tin la tap hop phan cirng, phL mm va cci so dir lieu 
duqc thiet lp phuc vu mix dich tao lap, cung cap, truyen dua, thu thap, xir 157, 
luu Wit va trao dal th8ng tin tren mpg. 

Xam pham an toan th8ng tin mang la hanh vi truy nhap, sir dung, fiat 
10, lam gian doan, sira dôi, pha hoai trai phop thong tin, he thong thong tin 

Nguy cc( mat an toan thong tin la nherng nhan tá ben trong hoc ben 
ngoai co lcha nang anti huang tent trang thai an Man thong tin. 

Sr ca an toan thong tin mang la viec thOng tin, he thang thOng tin bi 
gay nguy hai, anh huemg to-1 firth nguyen yen, tinh bao mat hoc tinh kha dung. 

Xung dOt thong tin la viec hai hoc nhieu tt chirc trong nu& va nuerc 
ngoai sir dung bin phap &Ong nghe, ky-  thuat thong tin gay ton hai den timing 
tin, he thong thong tin tren mang. 

Phan mm d0c,hai la phan mem cep kha nang gay ra hoat dOng khong 
birth thuimg cho mOt phan hay toan b0 he thong thong tin hoc tine hien sao 
chep, sin doi, )(Oa be trai phep thong tin km trEk trong h thong thOng tin. 

He thong 19c phan mm deic hai  la tap hqp phan cimg, phan mem 
duqc ket nOi vao mpg de phat hien, ngan chan, 19c va thong ke phan mm d'Oc 
hai 

Tinh toan yen la bao 4  sir chinh xic va day du cua thong tin va cac 
phucmg phap 

Tinh san sang la dam bao nlifing ngubi duqc,cap quyen co the truy 
nhap thong tin va cac tâi san lien quan ngay khi cO thu cau. 

du hinh chuan la cu hinh dirqc cac nha san xuat thiet 131, phan 
mem, khuyen nghi ap dung, nham loai be) cac xung d'Ot, 18 h8ng cep the xay ra 
trong qua trinh cau hinh thiet bi. 

COng giao tip (Port) la de dinh danh cac img dung gin va nhan dii 
lieu, molt img dung se tuung img voi melt cong giao tiep, nhang Ung,chmg pho 
bien duqc dat veri so hieu &Ong dinh tru6c, nham dinh dart duy nhat các img 
dung do. Khi may tinh sir dung dich vu nao thi ceing giao tiep Wong Ung voi 
dich vu do se mu. 

, 	14. Ban ghi nhat 1c5f he thong (Logfile) la mOt tap tin dtrqc tao ra tren m8i 
thiet bi cila he thong thong tin nhu: Tuemg lira, may chii img dung,... c6 chira 
tat ca thong tin ve cac hoat dOng xay ra teen thiet bi,dO. Ban ghi nhat 1c51 he 
th8ng dung de phL tich nhismg str kin dä thy ra, nguon gOc va cac ket qua de 
co cac bin phap xi 19.  thich hyp. 
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Mang ngang hang la mang ma trong do cat may tinh c6 quyen binh 
dang nhu nhau, mOi may tinh c6 quyen chia se tai nguyen va sir dvng cat tai 
nguyen tir may tinh khac. 

Thong tin ca nhan la thong tin gan vgi viec xac dinh danh tinh tin 
mOt ngued eu the. 

Xir 15,  thong tin cá nhan là viec thvc hien mOt hoc mOt so thao tac 
thu thap, bien tam,  sir dung, Lau trlt, cung cap, chia se, phat tan thong tin cá 
nh'an teen mang nham mut dich throng mai. 

Dieu 4. Nguyen tic bao dam an tom n thifing tin mang 
Ca quan, V.; chirc, cá nhan c6 trach nhiem bao dam an toan thOng tin 

mang. Hoat dOng an toan thong tin mang cüa ca quan, to chuc,,ca nhan phai 
dung quy dinh cüa phap luat, bao dam quoc phi:mg, an ninh.quoc gia, ,bi mat 
nha nugc, gift \Tang On dinh chinh tri, trat tv, an toan xã hOi va thfic day ph@ 
trien kinh tá - xa hOi. 

TO chirc, ca nhan lchong duce xam pham an toan thOng tin mang cüa 
t6' chirc, ca nhan lchac. 

Viet xir l sr co an toan thong tin mang phai bao dam quyen va lgi ich 
hop phap cM to chat, cá nhan, Ichong xam pham den dai,song rieng tu, hi mat 
cá nhan, bi m@ gia dinh cM ca than, thong tin Hang dm to chirc. 

Hot dOng an toan thong tin mang phai dugc thvc hien thuOng xuyen, 
lien tut, kip thei va hieu qua. 

Chuang H 
NO DUNG BAD DAM AN TOAN THONG TIN 1\14tNG 

Dieu 5. Rao ve thong tin el nbin 
1. Cong chirc vien chirc c6 troth nhiem tv bao v thOng tin ca nhan cM 

minh va tuan thit cat quy dinh tai Khoan 1, Khoan 2 Dieu 10; Khoan 1, Khoan 
4 Dieu 16; Khoan 3 Dieu 17; Khoan 1 Di'eu 18 Luat An toan thOng tin mang va 
trong cat van ban phap luat c6 lien quan. 

Khi sü dung, lchai that cat h thang thong tin dm ca quan, don vi va cac 
phan mm img dwig ding chung cM tinh, c6 frith nhiem: 

Tv quan 1ST va chiu trach nhiem v bao,ve thong tin ca nhan dugc 
khai bao trong cat 	thOng thong tin; khong tiet 10 tai khoan 'Tang nhap, dau 
n8i, tray cap trai phep vao cat phan mem dung chung cM tinh. 

Phai thvc hien viec dai mat khan ngay sau Ichi dugc cap tai lchoan tray 
cap vao cat phan mem dung chung cüa tinh, ca quan, don vi. 
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c) Khi Ichai iliac, sir dung cac phan mem dang chung cüa tinh it cac 
diem truy cap Internet ding cong, tuy8t doi khong dat che dO km trir mat Ichau 
trong qua trinh sir dung. 

2. Cac ca quan, don vj, cá nhan lchi xir 15,  thong tin ca nhan phai tuan thu 
d'ay âü cat nOi dung theo quy dinh tai Khoan 2, 3, 4, 5 Dieu 16; Khoan 1, 2 
Dieu 17; Khoin 3 Dieu 18; Dieu 19 ciia Luat An toan thong tin mang va cac 
quy dinh sau: 

Quan ly va phan quyen truy cap trong ck phan‘ mm irn4 dung, he 
theng thong tin, ca sa da lieu phi' hop vai chirc nang, nhiem ,vv, quyen hart dm 
nguiyi tham gia quan 1, van hanh, khai thk, sir dung cac phan mem iing dung, 
he thong thong tin, ca ses chi lieu. 

Ngay sau lchi cong chirc vien chirc dä nghi viec hoc chuyen ding tic, 
cac ca quan, dun vi phai thip hi8n vi8c thu heti de thiat bi CNTT lien quan; 
do‘ng tiled phai thong bao ngay bang van ban den co quan quail 151, quan tri phan 
mem Ong dung, he th8ng thong tin, ca s& cla lieu de thgc hien the bi8n phap ky 
the cap nhat lai, kb:5a hoac hay tai khoan nguai dimg. 

Dien 6. Quy dinh ban v h thOng thong tin m iang 

1. DOi vói cac ca quan nha nuot. 
Trang bj day dñ cac kien thirc bao mat ca ban cho cong chirc vien 

chile troac 'chi cho phep truy nhap va sir dung he thong thong tin; 
Phan cong ding chirc vien chile chuyen trach hoc phu trach CNTT, 

de quart 	thuat nghiep vii ye an toan thong tin tai don vi; 
Thu truang ca quan, don vi tao dieu kien a cong chirc vien chirc 

chuyen trach hoc phu trach CNTT hpc tap, tiep thu cong ngh8, kien thirc an 
toan thong tin; 

Hang ram, xac dinh ck nhiem vki bao dam an toan thOng tin N theng 
(ma rOng, nang.  cap trang thiet N; dao tao, bolt clueing lcien thirc CNTT, ...), de de 
xuat kinh phi den co quan c6 tham quyen hoc phan be, lcinh phi duy tri hoat dOng 
he thong thong tin hi8u qua; 

d) Khi xay dung, nang cap, ma rOng ha tang k thuat CNTT, the h theng 
th8ng tin dm ca quan, don vi phai c6 phuong an dam bao an toan thong tin mang, 
d8ng theri phai tuan thir các dieu ki8n sau: 

- Phang da:t this& bi CNTT (di von the ca quan, don vi dang quan l, In 
hart cac he thong ,thong tin, ca sa di: lieu cua tinh) phai dam bao cac dieu Wit 
dap img cac you can ca ban (ducc bo tri a Ichu vtrc y6 dieu lcien an ninh tot; kho 
rao, c6 dieu haa khong Ichi; nguon cung cap di8n on dinh va c6 nguon dien du 
phong; c6,binh chila chay hoc h thOng tu dOng canh bao, chit-a chi.), khan cap; 
pheng, thong set; c6 n'Oi quy, quy trinh lam viec trong lchu we an toan bao mat; 
c6 he; thong kiem soat ra vao). Phai thiet lap ca che bao ye mang WNW), dam bao 
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an toan thong tin kin có lc& nin yeti mang ngoai bang ck ding cu, thiet bi bao ye 
(tuemg lira, he thOng chong xam nhap trai phep, he thong giam sat, canh bao thin). 

Khuyen nghi ca quan, don vi t6 eh& c6 h'e th'6ng mpg nOi be (mang 
LAN) theo huang sir dung may chit de quart l the may tram trong he thong 
mang, han ch,e stir dung mo hinh mang ngang hang (lch8ng c6 may chit wan ly), 
cai dal he thong Prang lira (Firewall) dê bao ye h thOng mang LAN. Cac may 
chn, may tram, he thong ltni tnt nOi bO, thiet bi mang, mang 'thong day (wifi) phai 
dirge bao ye bed mat khau an toan. Tat câ az may tinh tai cac ca quan, don vi 
phai dugc cai dat cac phan mem bao ye, phong chong vi-rat. 

Cac thitt bi CNTT clang de sop thao, in An van ban, lini tr& thOng tin bi 
mat nha mrac trong cac ca quan, don vj phai dugc kiem dinh va be tri rieng, tin 
hanh a nai dam bao bi mat, an than. Tren may tinh nay phai thuc Men cac cite dei 
ma hem, ph'an quyen ya dat mat lchau (password) cho ngtred dirge giao sir dung de 
dam bao an toan, bao mat thong tin. 

- KM thuc Men  di chuyen cac trang thiet bi CNT'T luu tit dr lieu, thOng-tin 
thuOc danh muc bi mat nha nuot phai dugc to chirc cyan 1, giam sat chat the 
theo quy dinh cüa phi") kat ye bao ye bi mat nha nuac. 

- Cap nhat kip thin ck ban vá 16 h6ng bao mat tir nha cung cap, nha san 
xuat cho cac h th8ng thong tin, ca sa,der lieu; c8 ca che sao luu chi lieu du phong, 
dit lieu dugc km tru tai nai an toan de san sang phuc h6i ca sâ disr lieu khi thy ra 
su co an toan thong tin mang. 

Khi thue dich vv. CNTT au tien viec dam bao an toan thong tin. 
T6 chirc phan quyen truy cap cho cac dói tugng nguiri dung tham gia van 

hanh, khai thk the he thong thong tin &mg quy trinh, chat che gan voi frith 
nhiem cüa timg to chide, cá nhan de dam bao an toan thOng tin mang cho caz he 
thong thong tin ca quan, don yi dang quan 1, van hanh. 

Ck ca quan, don v, cá nhan tham gia sfr dung mpg chuyen (King thuc 
hien nghiem the ck noi dung ve dam bao an toan thong tin mang ten mang 
truyen so lieu chuyen dung dugc quy dinh ti Thong tu so 27/2017/TT-BTTTT 
ngay 20/10/2017 cila BO Thong tin ye. Truyen thong quy dinh ye ,viaec quan ly 
van hanh, sir dung va bao dam an toan thong tin ten mang truyen s8 lieu chuyen 
dung cilia ck ca quan Dang, Nha nuac; 

e) Quan ly the tel Ichoan dm he thang thOng tin, tai khoin nguiyi dung bao 
Om: Tao mai, sira dM, hüy cac tel khoan. Thlremg xuyen kiem tra cac tel khoan 
dm he thong thong tin; trien khai caz cOng cu de ho trg yiec quart 13? cac tel lchoan 
dm he thOng thong tin; 

g) He thong thong tin gigi han t6i da 05 (nam) ran clang nhap lien tiep sai tai 
khoan nguiri ding, he thong ur dOng Ichga tai khoan hoc co lap tel khoin tong 
mOt khoang thin gian nhat dinh, de dugc (tang nhap he thong thOng tin lan Ice 
tiep; 
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h) Kim soat va theo döi tAt ca ck phucmg phap truy cep tir xa tai he 
thong thong tin, trien khai nhieu ca che giam sat, cam ket tir cac tray cep tir xa; 
phat hien sem viec truy cep trai phep vao mang may tinh hay thiet N luu trit dit 
lieu; 

0 Thi6t iap,N theing thong tin ghi nhen va km vtt the sv kien: Qua trinh 
clang nhep he thong, ck thao tic cau hinh he thong, qua trinh truy xuat he 
thong,...Ghi nhen day di' cac thOng tin tong ck ban ghi that 14, thefi gian luu 
tit ck ban ghi nhet k5,  he thong thi thrall 01 nam. Thuemg xuyen kiem tra ban 
ghi nhet 14 de kip then phat hien den hieu bet thuong, có nguy ca mat an toan 
thong tin; 

k) Cep nhet va hm frit cu hinh chu'en cac thanh phen elm he fling, fru& 
Ichi tin hanh cai (let, this& lap cau hinh lai he thong th8ng tin, dam bao duy tri 
hoat dOng cila he thong thong tin; Idem goat qua trinh cai dt tren may chil; 

1) (Au hinh he thong thong tin cung cep nhcmg chirc nang ca ban cho 
ngueri dung; thiet lp ck che do pit quyen truy cep theo chi So dm Thil 
truerng don vi; 

Dinh kSt hang tuAn sao km (backup) thong tin (khOng km de thong 
tin, sao km du phong cac thong tin thay doi), dit lieu  cila don vi va luu trit 
th8ng tin sao luut nai an toan theo quy dinh; thuemg xuyen kiem tra thong tin, 
dit lieu sao km de dam bao tinh san sang va toan yen; 

Sir dung met IchAu: Dat cho tai khoan sir dung 6 dang phirc tap (met 
IchAu bao gOm chit hoa, chit thirong trong bang chit cai, 58 va the k tir dee 
biet), dO dài tSi thieu 8 14 tkr. Khong fiat 10, chia se met lchau cho nguti Ichac, 
Ichi ket thitc c8ng viec hoc chuyen giao may tinh cho nguai Ichac sir dung phai 
thoat Ichoi tai lchoan nguesi clang. 

2. Si \fed the don vi, doanh nghiep cung cep cac dich vim vign thong, 
CNTT, intemet cho ca quan van 1$r nha nacre tren dia ban firth: 

Thuc hien ck nOi dung lien quan den hoat dOng bao dam an toan thong tin 
mang theo Dieu 22 Nghi dinh s 85/2016ND-CP ngay 01/7/2016 dm Chinh pho 
ve bao dam an toan h'e thong thong tin theo cap d'O; Th8ng tu sa 27/2017/11' - 
BTTTT ngay 20/10/2017 dm BO Th8ng tin va Truyen th8ng va ck quy dinh 
sau: 

Thuc hien cac quy dinh dma phap luet v km trier thOng tin, bao ye thong 
tin cd than, thong tin rieng dma the ca van, don vi. Ap dung va to chi:re thuc Men 
ck lien phap ngan chen viec girl thong tin vi pham quy dinh tha phap luet lchi 
nhen dirgc thOng bao dma ca quan, don vi. Cung cap cac dieu hen IcSi thuet va 
nghiep vu can thiet de flux hien nhiem vu, bao dam an toan thong tin mang theo 
yeu cau tha ca quan nha nuac có them quyen. 

Phai có he thong 19c phan min dOc hai trong qua trinh thve hien ck 
dich vu gUi, nhan, km trit thong tin ten he thong cila minh; có bien phap quan 151, 
phong ngira, phat hien, ngan chan pith tan phan mem dOc hai xir 1)? theo yeu cau 



7 

dia co quart nha mak th thain quyan; quart 19, phoi hap ng'an chart mat an wan 
thOng tin mang xuat ?hat tü tai nguyen interne, tir khach hang, coa mirth; phai 
hgp, kat nai dinh tuyen de dam bao he thong may chit c6 ten mien quec gia Viet 
Nam hoat dOng an toan, on dinh. 

Nguan kinh phi thuc hien nhiem vu chuyen m8n thuOc tong tot bao 
dam an toan thOng tin do ngan sach nha nuere bao dam, theo quy dinh tha Lug 
Ngan sach nha nuge va tat van ban phap lug Ichae c6 lien quan. 

Phong ngira, phat hien, ngan than va xir 19 phan mm dOc 

Tat ca cat may tram, may chit, cat thiet N tong nghe thong tin trong 
mang và h the9g thong tin phai dirge cai dg phan merit phOng chOng 
phit hgp. Cat phan mem phong chang 	phai dugc thiet lap the de) tu dung 
cap nhg; the dO tts dOng quet ma a, 	khi sao chep, ma cat tap tin. 

Cac tong chirc vien chirc trong co quart, don vi phai dirge huang clan 
va phong chang pilau mem dOe hai, the tin ro do ma' dOc gay ra; khOng dirge hy 

cai dat hoac gä b6 cat phan menu tan may tram khi chtra ea str dOng 9 cita 
ngtreci co5 tham quyen theo quy dinh tha co quan. 

Tat cã the may tinh cua co quan, don vi phai dirge cAu hinh nham ve 
hieu hoa tinh nang tr dking thut thi cac tap tin tren the thiat bi km frit di dOng. 

KM phat hien ra ba't kjr dAu hieu nao lien quan den viee bi nhiam phan 
mem dee ha), vi-ritt tren may chit, may trgn, thiet bi ding nghe thong tin nhu: 
May hoat dOng tham bat thudng, earth bao tir phan menu phOng thong vi-ritt, 
mat da lieu, nhOng,clau hieu bat thuong khac,... nguei sir dung nhanh thong tat 
may tinh (e6 the tat bang each ngat nguan dien) va bao true tiep cho can b0 
hoae bit) phan c6 trach nhiem cita co quan, don vi de' xir 19. 

cl) Phi:mg ngira his hong, str ea may tinh, h thang thong,  tin qua cat su ca 
bat lcha lchang: His hong thiet bi &tit ng0t, chap dien, chi)/ no, lii kit, set danh, 
Iching bO, trOm cap..... 

Dieu 7. Giant sat an tom n h?thng thOng tin mang 

1. Dai v6i cat ca quan, don vi 
TO chirc thuc hien viec gign sat an toan he thong thong tin cha ca quan, 

don vi true tip quan 19. Nei dung va doi tugng giant sat thuc hien theo quy 
dinh tg cat 1Choan 1, 2 Diu 24 dm Lug An toan thOng tin mang; thuc hien 
viec km frit 'that k9 tinh tang hog dOng tha cac he thong thong tin ti cat may 
chit tong thin gian it nhat la 30 ngay de phut vu cat cOng tat dam bao an toan 
thong tin mang. 

Dad veri cac &Jar& nghiep cung cap the dich vu vian ,thong, CNTT, 
internet c6 tech nhiem thuc hien theo quy dinh ti Khoan 3 Dieu 24 tha Lust 
An toast thong tin mang. 

Dieu 8. Ngin chin xung dOt thong tin tren mang 
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Ca than, te chirc ngan chart thong,  tin pha hoai xuat phat tir he thong 
theing tin coa minh; hap tác xic dinh nguon, day liii, khac phyc hau qua tan 
cOng mang dugc thut hien thong qua h'e thOng thong tin dm to chirc, cá nhan 
trong nuac va nuerc ngoai; 

Ca nhan, te chirc ngan chan hanh &Ong tha te chit; cá nhan trong 
nuerc va ntrac ngoai c6 muc dich pha hoai tinh nguyen yen cüa mang; 

Ca nhan, te chac loai trir viec chirc thuc hien hoat deng trai phap 
luat teen mang có anh htrang nghiem tong den quOc phang, an ninh quoc gia, 
tat tu, an than xã hOi  tha th chirc, cá nhan trong nu& va nuerc ngoai. 

Ca nhan, te chive thuc hien quy dinh tai Dieu 27 Nghi dinh sa 
142/2016/ND-CP ngay 14 thing 10 nam 2016 &a Chinh phir ve ngan chart 
xung det thong tin teen mang. 

Coc ca quan, dcm vi chive nang ten dia ban tinh thuc hien quy dinh, 
trach nhiem dugc Chinh pho phan ding ti Nghi dinh se 142/2016/ND-CP 
ngay 14 thing 10 nam 2016 tha Chinh phit ve ngan chan xung det thong tin 
ten mang. 

Dieu 9. Xfiy dkrng quy che bao dam an thin thong tin nOi hi) 
Tren ca sã Quy che nay va htrerng dan cita b0, nganh Trung wing, de so., 

ban, nganh cap tinh, UBND cac huyen, tin xä Long Khanh, thanh pho Bien Ma 
ban hanh quy,che,bao darn an toan thOng tin nOi be tai ca quan, dia phuong quy 
dinh re cat van de co ban saw 

Ph'an ding ckl the,cong chive vien chat chuyen frith CNTT, se din 
thoai lien he 'chi c6 sr co ye an toan thong tin; 

Phan cong ding chive vién chive chiu trach nhiem quart 13? may tinh d& du 
thao car van ban, tai lieu ca tinh mat; viec sir dung va van hanh may tinh nay, dam 
ban tuan thit the quy dinh caa phap luat ve bao mat va an toan thong tin; 

Thiet 1p quy tk vao ra, quart ly phi:mg may chit; quy tat cai dat phan 
mem len may chit, may tinh tram; 

Quy tac phan loai va quart lY mire dO uu tien dei veri cáe tai nguyen 
cita he dieing thOng tin (phan mem, dit lieu, trang thiet bi.. .); 

Kim tra, ra soar va Ichac phuc su co an toan tha he thong thong tin sir 
dung caz bien phap dugc quy dinh tai Dieu 5 cita Quy che nay; 

Quy the quart ly bao dam an toan h theng thong tin tai don vi; darn bao 
firth toan ven, tinh tin cay, tinh thong nhat va tinh sari sang caa cla lieu trong 
quanlY va van hanh trao doi thOng tin; 

Quy trinh xiir 1Y de ski' ce anh huOng den an toon he thang tai don vi; 
Cite de bao cao teng hop tinh hinh an toan elm he thong thong tin. 

Dieu 10. Quy trinh ph& hop (mg dm sty c mang bao dam an toan 
thong tin sO tren dja ban tinh 
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1. Quy trinh xir ber khan cap. 
Khi phat hen h thang có nguy co rah an toan thOng tin nhu: H thang 

hoat dOng chant bat thuong, khong truy cap dugc he thOng üng clong, nOi dung 
&Ong (trang) thong tin dien tü hoc giao dien img dong bj thay dôi, ck so co 
khk có lien quan,... thvc ben the buik co ban: 

a),BuOt 1: Ngat ket n6i h thang may chit ra lchOi h thang mang, bao 
cao so co den Thu truerng co quan, dun vi; 

&roc 2:,  Sao chep nhat lcSi truy cap dm ngueri dung (logfile) va toan b0 
dit lieu caa he thong ra thiet 1:4 km hit (phvc vv chO ding taz phan tich); 

Bulk 3: Khac phvc he' th6ng, hoc sir dong?  he thong do phi:mg hoc 
chuyen dir lieu sao km dv phong (backup) mai nhat de he thOng hoat dOng; 

Buoc 4: `Ring hop, bao cao so ca va nei dung lchac phvc giri v Wei 
(mg ciru de tong hop. 

2. Nguyen tac ph6i hop trong img ciru so c6: 
a) Don vi van hanh h thong thong tin: 

Thvc hien cac brae lchac phvc so c6 theo Khan 1 Dieu nay. 
- Cac sir c6 vuot qua lcha nang xfr 1, don vi thong bap Mn DOi img thu 

M ho trg khac phvc va thvc ben bao cao so co mang theo mau quy dinh tai 
(Pint lye clinh kern). 

TOng hop, bao cao Dcm vj chuyen trach CNTT (SO Thong tin va 
Truyen thong) theo dinh kSr 06 thang met lan va bao cao dot xuat khi cif) yeti 
cau. 

b) DOi img ciru: 
Tiep nhan thong tin, bao cao sij c6 mat an toan thOng tin dm don vi. 

Phan hai,cho don vi, ca nhan gfri theng bao, bao cao ban dau ngay sau 
kb n1141 dugc de xac nhan ye viec da nhan dugc thOng bao, bao cao so co; tOi 
da trong vong 24 gi& ke tir then diem nhan &roc thOng tin bao cao so cO cita 
don vi. 

Tham tra, xk mirth va phan loai so cO an toan thong tin man de Iva 
chon phucmg an irng ciru phi hop hoc de xuat yeti Ban chi So CNTT huomg 
giai quyet trong truemg hop vugt tham quyen; tôi da 48 gio Ice tir then diem phat 
sinh sr co va nhan dugc thOng bao cM don vi có sv co. 

Chit dOng hO" trg ngay don vi can img dm, xir 19' sir e6 trong kha Jiang 
va trach nhiem &la minh, toi da 48 gier phai cir can be, ky thuat elm DOi eó m@ 
tai don vi bao sir co de phoi hop, huang clan, ghi nhan giai quyet sr co, trong 
true/rig hop so cO phirc tap, nguy co cao ye an toan thong tin ma khong the 
hueng dan, trao doi qua dien thoai, email voi dun vi bi so co. 
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- Giam sat din bin firth hinh img efru sr ca va bao cao Ban Chi So 
CNTT tinh; de xuat, xin kien chi do trong tithing hop lchOng thuee tham 
quyen, pham vi trach nhiem hoc vugt 'chi nang xir 15tcüa minh. 

Tang higp, bao cao Ca quan dieu phai quac gia theo quy dinh va bao 
cao dOt xuat lchi c6 yeu cau. 

c) Sac Thong tin va Truyen thong bao cao v ny ban nhan dan tinh dang 
thin thOng bao den BO Thong tin va Truyen thOn4 thOng qua Trung tam Ting mitt 
khan cap May tinh Viet Nam, de dirge Ito try lchk phvc caz sv co vugt qua lcha 
n'ang xir ly cita dia phucmg. 

C A Dieu 11. Mua sam, trang bi may tinh, thiet M cong ngh? thong tin co 
lien quan den an toin thong tin myng 

Trong qua trinh mua sim trangethiet bi cho h thang, ck cu quan, don 
vi can man thit quy dinh tai Thong tu so 47/2016/TT-B1 III ngay 26/12/2016 
clia BO truong BO Thong tin va Truyen thong,  Quy dinh chi tiet ve uu lien dau 
tu mua sarn san pham, dich vv CNTT san xuat trong nuem sir clang nguon von 
ngfin sach nha mak. 

Vi'ec diu tu mua sim the thiet bi, may tinh 	num dich sop than, 
lira frit van ban mat phai dirge Idem dinh cita COng an firth truem lchi dim vao sir 
ding. 

A A Dieu 12. Tip nhan thong tin bao cao sty co mat an tohn thong tin 
myng, sv a myng truyen so hçu chuyen clang 

Dia chi tiep than thong tin, bao cao sr ca mat an toan thong tin mpg; sr 
ca tic, nghen, dirt, rot, lchong truy cap duce cüa mang truyen se; lieu chuyen 
dung, co quan, don vi thong bap ngay den dia chi: Phong CNTT thuec Sà 
Thong tin va Truyen thong la b'e phan lam dill moi lien lac img ciru an toan 
thong tin may firth tren dia ban tinh va trong mang hthi img ciru tren toan quac, 
qua cac thong tin lien he: Dien thoai: (0251).3810269, Fax: (0251).3827071, 
Email: attt@dongnai.gov.vn.  

Chiming III 
TRACH NHItM DAM BAO AN TOAN THONG TIN MANG 

Dieu 13. TO chirc, cá nhan ben ngoli khi tham gia sir dyng he; thOng 
thong tin cfia cu quan nha ntrat, a giao tip, cung cOp vã trao doi thong 
tin sá voi cor quan nhi mthsc 

‘1. Nghiem chinh thi hanh Quy che nay va cac quy dinh lchae eita phap 
luat ve bao dam an toan thong tin mpg. 

2. Khi phat hien sir c6 anh hireng den an toan he thang thong tin, phai 
thong bao ngay vei co quan nha nuot, nai tO chIre, cá nhan dang thy° hien giao 
tiep. 
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3. Cac t6 einem, cá nhan tham gia vao qua trinh Ung dung CNTT tram dia 
ban tinh, chiu sir thanh tra, ldam tra elm ck ca quan nha nu6c c6 tham quyen 
ye lihh we an toan thEng tin. 

Dieu 14. COng chat vien chtirc trong cii quan nha nuirc 
Nghiem chinh thi hanh Quy che nay va cac quy dinh khk ala phap 

luat ve bao dam an than thong tin. 
Khi phat hien au ca anh huang dan an toan ha thang thong tin, phai 

thong bao ngay den cling chirc vien chirc chuyen trach CNTT ala don vi. 
Cac thong tin, tai lieu., van ban c6 tinh mat theo quy dinh, phai du 

thao, luu tril dung theo quy dinh ye bao m@ va an toan thong tin. 
ding chirc vien chuc chuyen teach CNTT: 
Trian Idmi hoc tham muu d trian, khai thuc hien ck nOi dung tai 

Khoin 1 Dieu 5 va Khoin 1,2 Dieu 9 Quy chE nay; 
Theo nhiem vu dugc Thu tnremg-  ca quan, don vi, phan c8ng, chiu 

trach nhisern tham num chuyen mon va van hanh dam bao an toan he thong 
thong tin tai ca quan, don vi; 

Huong &an, heS trg nguai ding tai ca quan, dcm vi giai phap phong, 
thong vi rut may tinh ,Thuc hien viec danh gia, bao cao cac rüi ro va mire dO 
cac tin ro finh huong den hoat dong h th8ng thong tin clm don vi, the giai phap 
ca ban khac phuc cac riM ro; 

Phoi h9p \red ck cd nhan, ta chile c6 lien quan trong viec kiam tra, 
phat hien, phOng ngira, dau tranh, ngan chan xam pham an toan thong tin; tham 
gia khäc phuc cac su cO mat an toan thong tin. 

Dieu 15. Cac co quan nhi nuirc tren dia bin tinh 
Co quan nha inrerc c6 bi sty et va an toan thong tin, dive hien theo nOi 

dung quy dinh tai Ithean 1 Dieu 42 Nghi dinh so 64/2007/ND-CP. 
Bac cao dinh vao ngay 15/10 hang nam hoac dot xuat theo yeu cu 

veSo Th8ng tin va Truyan thOng a tang h9p, bao cao UBND tinh, BO Theng 

tin va Truye'n thong. 
Tuan thit va bao dam an than thOng tin trong img dung CN1T, dam 

bao an toan thOng tin mang nOi b0 coa ca quan, dcm vi theo huong clan dm SO 
Thong tin va Truyen thOng theo quy dinh ala Quy che nay va cac quy dinh 
khac ala phap luat co lien quan. 

Tuyen truyen, phi; bian quy che nay va cac quy dinh lchic elm phap 
luat c6 lien quan ve an toan thOng tin trong pham vi tech nhiem vã quyen han 
elm timg ay quan. 

Xac dinh va trinh 4 c6 tham quyan ph8 duyEt cap dO hie thang thong 
tin dm ca quan, dcm vi. 
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6. Khi duot kiam tra ding talc dam bao an toan thOng tin mang tai co 
quan, don vi cir ,can b0 co chuy'en mon ye CNTT tham gia doan hem tra; phi 
hop vol doan kiem tra xay don cac tieu chi va quy trinh Icy thuat !dem tra cOng 
tic dam bao an toan th8ng tin. 

Dieu 16. SO.  Thong tin vii Truyen thong 
Tham mutt UBND tinh ve ding tac dam bao an toan thong tin teen dia 

bart tinh va chiu trach nhiem tnrat fly ban nhan dan tinh trong vi'ec dam bao an 
toan cho cac h'e thong thong tin cap tinh. 

Tham mutt UBND tinh thiat lap kenh thOng tin troc tuyan d ti'ap nhan 
kian nghi, phan anki caa ta chic, ca than lien quan den bao dam an toan thong 
tin cá than tren mpg. Thoc hien to chive thanh tra,g kiem tra dOi yeti tO chirc, cá 
than xir Vi thong tin cá nhan; to chac thanh tra, hem tra dOt xuat trong tnrong 
hop can thiat. 

Xay Ong va trian khai cac ke hoach, chucmg trinh, do an dau fix, dao 
tao va an toan thong tin trong (mg ding CNTT tren dia ban tinh. 

Tay theo mac dO so ca, phai hop Trung tam ling dm khan cap may 
firth Viet Nam (VNCERT) va cac don vi 06 lien quan huang clan xi! 157, ung cau 
cac so cO an toan thOng tin tren dia ban tinh; oath bao cac van de ve an than 
thOng tin trong cac co quan nha nuac txen dia ban tinh. 

Quail 1ST van hanh, huemg clan kat nai mang tray& s6 lieu chuyen 
clang dm cac co quan‘Dang va nha nuac teen dia ban tinh; xirs 15.1 cac van de lien 
quan so ca mang truyen so lieu chuyen dang. 

Huang clan, ha fro sao km do phong the th8ng tin, co so dir lieu caa 
cac co quan nha nuac mOt each an toan. 

Huang dan, giam sat cac don vi xay dung quy eh e va thoc hien viec 
dam bao an toan cho h thongtheing tin theo quy dinh; Song dthi cac co quan 
va khung bao cao; dinh lcST Jong hop bao cáo fly ban than dan firth va BO 
Th8ng tin va Truyen thong ve cling the an toast thong tin so tren dia ban tinh. 

Tuy8n truyan và dinh huemg tuyen truyan, phi hop tuyen truyan d'an 
the phucmg tien truyen thong dai chang Von dia ban tinh ve clang the bao dam 
an toan thOng tin. 

Hang narn, t chac dao tgo chuyen sau Ara an toan thong tin mpg cho 
cong chirc vien chime chuyen trach CNTT dam bao an toan thong tin mang cUa 
cac co quan, don vi. 

Cung cap, h tny cac co quan don vi thiat bi CNTT son thao va luu 
ter van ban mat. Cha tri phoi hop yeti COng an tinh than dinh, bao hanh-bao tri 
dam bao an toan tilling tin caa thiat bi CNTT soar' thao va luu tilt van ban mat 
elm cac co quan, don vi. 

Khao sat, trian khai, xay Ong no hinh kat nai mang nOi b0 (LAN) 
dam bao an toan th8ng tin chung cho cac co quan, don vi trien khai thoc hien. 
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12. Tham mut xay dung ká hoach hang nam, phi hap v6i COng an tinh 
va ck don vi c6 lien quan to chirc kiem tra dinlipkY dam bao an toan thOng tin 
mang, thOng th6ng tin theo cap dO dugc de xuat cña ck ca quan, dcm vi. 

Dieu 17. Cong an tinh 
Chu tri, phei hgp \fed SO Thong tin va Truyen th6ng va cac co quan, 

dan vi cO lien quan xay dong Ice hoach va chiu trach nhiem quan 1, kiem soat, 
phong ngira, dau trait, ngan chan cac loai tOi pham lgi dvng he thong thong tin 
gay phucmg hi den an ninh mang trong ca quan nha nuoc. 

Chit tri, phai.hop voi SO Thong tin va Truyen th8ng va the ca quan, 
don vi co lien quan to chirc doan kiem tra ye an ninh mang de kip thed phat 
hien, xir157 cac hanh vi vi pham theo quy dinh tha phi) luat. 

Kiem dinh thiet bi CNTT son thao va luu tra van ban mat tha cac co 
quan, don vi; chit tri, phoi hccp yeti cac don vi lien quan dinh lcY kiem tra thiet bi 
CNTT soan thao, luu trit van ban mat. 

Cu can be,  phi hgp, tham gia doan kiem tra, danh gia ding tac dam 
bao an toan thong tin trong boat dOng img dong CNTT tha cac ca quan, dcm vi; 
(lieu tra va xir 15T cá z truemg hgp vi pham cac quy dinh ve an toan thOng tin 
mang theo tham quyen. 

Kiem tra dot xuat ck co quart, don vi lchi phat hien c6 d'au hieu vi 
pham phap luat ye an toan thong tin va an ninh mang theo ding quy dinh cim 
phap luat. 

Dieu 18. Cfic doanh nghiep cung cAp dich vy v  • 	ien thong, CNTT vi 
internet cho cac cr quan qufin 15,  nhi ntrat tren Ilia bin tinh 

1. Du tu xay (long, trang bi ha tang ky thuat dap img d8.)/ dü cac yeu 
ceu, fiat chuan Icy thuat theo quy dinh tha BO Thong tin va Truyen thOng ye an 
toan thong tin va cac nOi dung quy dinh tai Quy chê nay. 

2.Ph6i hgp voi SO Thong tin va Truyen thong d tham gia cac boat dOng 
dieu phoi, üng ciru, lchac phvc sr ca thong tin dam bao an toan thong tin mang 
cho cac ccr quan, dcm vi trong qua trinh sir ding, khai iliac sir ding dich vv. 

3. Vin thong Deng Nai 
Dam bao dUng trach nhiem hgp clang yeti SO Th8ng tin va Truyen 

th6ng, bao dam mang truyen so lieu chuyen dung cung cap cho caz ca quan, 
don vi dugc thong suot, on dinh. 

Chiu hoan toan tech nhiem neu co, so c6 xay ra ma thai gian xir 15/ 
vugt qua 4 gib.  Ice tir tiled diem nhan dugc thong tin so co. 

Chiu hoan toan trach nhiem truot UBND tinh v ch& lugng dich vv 
neu de sot  so ca xay ra qua 3 lAnithang/01 don vi. 

Dieu 19. Sii• TM chinh 
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Hang nam, can cu kha nang can d6i ngan sach va the di), tieu chuan, 
dinh mire do nha nu& ban hanh, tham put UBND tinh 138 tri ldnh phi trien 
khai thuc hi'en nhiem vt chuyen mon ye bao dam an toan thong tin theo phan 
cap hi'en hanh elm Luat Ngfin sach Nha nu6c. 

Dieu 20. Sir Id hoach vi Du fir 
Cha tri, ph6i hop cac don vi lien quan than muu UBND tinh trinh H'Oi 

dOng nhan din thong qua von phan bo ke hoach von trung hp va hang nana 
thuc hien cac du an ye bao dam an than thong tin. 

Dieu 21. Trach nhi?in thi hanh 
So ThOng tin \fa Truyen thong ch6 tri, ph6i hop voi cac ser, ban 

nganh, UBND cac huyen, thi xa Long Kith, thanh pho Bien Him va cac don vi 
c6 lien quan trien lchai thuc hien Quy che nay. 

Trong qua trinh thuc hien n'eu c6 phat sixth kh6 khan, vuOng mac can 
sfra doi, bo sung cac co quan, don vi kjp theri bao cao ye Set Thong tin Nth 
Truyen thong tong hop trinh UBND tinh xem xet, guy& dinh./. 

TM. in( BAN MEAN DAN 
KT. CHU TICH 
P1 OCLLUT!CH 



Thad gian phat hien 
(*): 

phut 

UY BAN NHAN DAN 	CeNG HOA XA MX CIIt NGHIA VIIET NAM 
TiNH HONG NA! 
	 DOc lp — Tv do —11#nh ph&  

Phy lye 
MAU BAO CAO BAN MU/THONG BAO SU' CO MANG 

(Ban hanh kern theo Quyit clinh s649 /2018/QD-UBND ngety64- thang i4 nom 
2018 ciza UBND tinh Dang Na!) 

THONG TIN VE TO ClitiC/CA NHAN THONG BAO CO 
Ten t6 chirc/ca nhan thong bao str c6 (*) 	  
Dia chi: (*) 	  
Dien thoai (*) 	 Email (*) 	  

NGI.r6I LIEN HE 
Ha va ten (*) 	  Chirc \fly: 	  
Dien thoai (*) 

	

	 Email (*) 	  

VE HE THONG M S CO 

Ten don vi vAn hanh he 
thong thong tin (*): 

Thin ten clan vi van hanh hoc clugc thue van hanh he thong 
thong tin 

Ca quan clui quan: Dthn ten ca quan chid quail 
flCApdO 

1 
CAp cli) 
2 

flCApde 
3 

CAp d 
4 

LJCpd4 
5 Phai% 1 loai cAp d0 elm h 

thong thong tin, (neu co) 
TO chirc cung cAp dich vu 
an than thong tin (neu c6): 

Dan ten nha cung cap a dtly 

Ten nha cung ckp dich vu 
ket noi ben ngoai (neu c6) 

Din ten nha cung dip a day 

Dal dia chi Public IP ket noi 
*A he thang ben ngoai: 

Dan thong tin a day 

MO tã so bi) ve' so c (*) 

De nghi cung cap mat ban torn tat ngan gon ye sc c6, bao gOm dcinh giá sa b cuac tan cang 
da-  thy ra chwa va beit 19) ccic nguy ca dein den nguy ca phci hogi hodc gian clogn clich vy. Cling 
vui long xcic dinh mac d'O nhgy cam cz'da thong tin lien quan hodc nhang dai twang bi anh 
huong ben sy• co. 	  

/ 	/ 
Ngay phat hien sty co 

(*) 
(dd/mm/yy) 



HICN TWIG SU CO (*) 

	

Da dugc xir IY 	 El Clara dirge xir 

CACH THUIC PHAT HICN * (Dcinh dcfu nhfrng oath thily thew sit dyng dé phcit hien sy 
ca) 
0 Qua he titling phat hien xam nhap 	0 Kim tra dit lieu luu lai (Log File) 

0 Nhn dirge thong bao 	  
Khac, do la 	  

DA GO THONG RAO Sif CO CHO * 
Thanh vien mang Its& chiu tacit nhiem img ciru sir co cho t6 chirc, ca nhan 

0 ISP dang trgc tip cung cap dich vg 
Ca quart dieu phei 

THONG TIN BO SUNG Vt RC THONG XAY RA SIJ.  CO 
He dieu hanh 	 Version 	  
Cat dich vg co ten he then (Danh dila nhang dich vy dwelt sir dyng tren he thong) 

Web server 	0 Mail server 	0 Database server 
Dich vi khac, do la 	  

Cat Nen phap an toan th8ng tin da trien khai (Dcinh dint nhiing bien phap cla Irian 
kiwi) 

Antivirus 	Firewall 	0 He theng phat hien xam nhap 
Ithac: 	  

• Cat dia chi IP cita h tilting (Lit Ice dia chi IF sir dyng tren Internet, khang lit ke dia 
chi IP nOi b(i) 

CAE'  ten mien cua he thong 

Mgc dich chinh sir dgng h thong 	  

ThOng tin giri kern 
oNlsk9hethg 0 MaP virus / ma dec 	0 Khac. 	  

Cie thong tin cung'cap trong thong bao sg di nay deu phai dirge gilt bi mat: 0 CO 
0 {Chong 

Sg GO da dugc khic phgc: Da khic phgc 	Chua ktfac phgc (de ngbi 	dm) 

Kien nghi 	  

THol GIAN URIC HWN RAO CAO 	CO *: .../... / ...... /.../... 
(ngay/thang/naM/gier/phin) 

CI nhin / TO chic bio clo 
(4 ten, clOng dau) 



Chu thich: 
Phan (*) la nhfing thong tin bat buoc. Cac phtin con Lai c6 thi logi b6 niu khong có thong 

tin. 
Sã clung tieu (I'd (subject) bat Glatt bang "[TBSCJ" khi gfri thong boo qua email 

TM. fri( BAN NHAN DAN 
KT. CHU TICH 

PH6 CHO TICH 
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